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CYBER DEFENSE OF URBAN DIGITAL SYSTEMS: SCALING SIEM
CORRELATION TO REDUCE INCIDENTS IN AWARTIME CITY

Abstract. Modern megacities are increasingly dependent on the resilience of digital platforms and
converged networks that sustain critical urban life support systems. In the context of a full-scale
war, where cyberattacks are strictly synchronized with the physical destruction of energy and
communication infrastructure, ensuring the continuity of municipal services requires a fundamental
shift from fragmented monitoring to centralized, intelligent incident management. This article
systematizes the practical experience of designing, building, and operating a city-scale Security
Operations Centre (SOC) based on the Specialized Municipal Enterprise “Kyivteleservis” during
the period of 2021-2024. The object of the study is the complex protection processes of the
Corporate Multiservice Network (CMN) of Kyiv, which connects over 1,800 municipal institutions,
spans 1,500 km of fiber-optic communication lines, and supports the “Safe City” video surveillance
system (comprising over 8,000 cameras) alongside the Internet of Things (LoRaWAN) sensor
network. The author provides a detailed analysis of the operational challenges resulting from the
sharp increase in cyber incidents and the shifting threat landscape: from massive DDoS attacks on
“Kyiv Digital” ecosystem services to sophisticated attempts at exploiting vulnerabilities in
telecommunications equipment during emergency power blackouts. The primary focus of the work
is on the development and implementation of a methodology for scaling correlation rules within a
SIEM system. The article proposes a transition from standard signature-based detection to
behavioral analysis, structured according to the five core functions of the NIST Cybersecurity
Framework 2.0 (Identify — Protect — Detect — Respond — Recover). A specific mechanism for the
“Contextual Enrichment” of security events is described, which involves automatically appending
metadata regarding asset criticality, physical location, and responsible administrator to raw logs.
This approach effectively addressed the issue of “alert fatigue,” filtering out up to 90% of false
positives caused by legitimate remote user activity via VPN gateways during air raid alerts. The
research results are substantiated by quantitative performance metrics of the SOC: the Mean Time
to Respond (MTTR) for high-severity incidents was reduced by 30% (decreasing from 45 to 30
minutes on average), and the availability of key administrative services for citizens was maintained
at a level of 99.9% even during peak load periods and kinetic attacks. The conclusions formulate
practical recommendations for city digital transformation leaders regarding the prioritization of
monitoring tools and the construction of a fault-tolerant cyber defense architecture under conditions
of limited human and financial resources. This article will be useful for critical infrastructure
cybersecurity specialists, system architects, and local government officials facing similar threats.

Keywords: urban cyber security; SIEM; SOC; incident correlation; MTTD; MTTR; municipal
digital services; cyber resilience.

INTRODUCTION

Cities that actively digitalised their services during the last decade entered the period of
full-scale war with a difficult paradox. On the one hand, municipal authorities rely on online
platforms for transport, utilities, social support, and education. On the other hand, these
platforms—along with critical infrastructure like the "Safe City" video surveillance system and
LoRaWAN sensor networks—became attractive targets for hostile cyber activity [3].
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In this context, a city-scale Security Operations Centre (SOC) is no longer an optional
project but a daily necessity. As the head of the Specialized Municipal Enterprise
"Kyivteleservis" from 2021 to 2024, | witnessed firsthand how cyber defense directly
influences whether residents receive critical services. Our team managed the IT infrastructure
for the Kyiv City Council and State Administration, protecting data across a fiber-optic network
spanning over 1,500 km and connecting thousands of municipal institutions.

Table 1.
Scope of the Kyiv municipal digital infrastructure (2021-2024).
Component Scale / Notes
Connected municipal institutions >1,800
Fiber-optic backbone ~1,500 km
Video surveillance ("Safe City") >8,000 cameras
10T sensor network LoRaWAN gateways + utility/municipal sensors
Operating constraints Wartime conditions; periodic power outages; staffing
shifts incl. remote work

This article summarizes our experience in evolving an urban SOC and SIEM platform
under extreme pressure. The focus is practical: how to scale correlation, structure incident
handling, and reduce the number of impactful incidents, ensuring that city services remain
available 99.9% of the time despite missile attacks and coordinated cyber campaigns.

PROBLEM STATEMENT

At the starting point (early 2021), the city had various security controls: firewalls,
antivirus solutions, and fragmented monitoring for video surveillance. However, these did not
form a cohesive picture. The main operational problems were:

« High volume of raw noise: A single misconfigured switch or a legitimate high-
load backup process could generate hundreds of alerts, masking real threats like brute-
force attacks on administrative portals.

« Fragmented visibility: The team managing the Wi-Fi network for schools often
saw different logs than the team protecting the City Hall's data center.

« Slow response times: Without a unified view, the Mean Time to Detect (MTTD)
and Mean Time to Respond (MTTR) for cross-system incidents were unacceptably
long.

The challenge was to build a realistic SOC and SIEM approach that fits limited staff
resources but supports 24/7 operations, even during air raids and power outages.

ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS

Research on critical infrastructure protection emphasizes treating security as a continuous
cycle. The NIST Cybersecurity Framework (CSF) 2.0 identifies five key functions: Identify,
Protect, Detect, Respond, and Recover [1], [2]. This cycle is crucial for urban resilience, as
highlighted in systematic reviews of critical infrastructure protection [3], [4].

Technical implementation often relies on SIEM systems to correlate events. Modern best
practices suggest moving away from simple signature matching to behavioral analysis and
context-aware correlation rules [5], [6]. Specific models for situational centers and their cyber
protection have been proposed by Ukrainian researchers. For instance, Grechaninov,
Skladannyi, and colleagues describe the dependability models for information systems in
situational centers, which closely matches our municipal context [12]. Others emphasize the
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need for proactive SIEM models specifically for critical infrastructure [8], [9]. However, few
studies address the practical "war stories" of implementing these models in a city under active
military aggression, where physical kinetic threats (missile strikes on energy grids) directly
impact cyber defense capabilities [10], [11].

PURPOSE OF THE ARTICLE

The purpose of this article is to present a practical methodology for scaling SIEM
correlation rules in an urban SOC, demonstrating how aligning technical rules with the NIST
functional cycle and enriching data with local context can significantly reduce incident response
times and prevent service disruptions.

THEORETICAL BACKGROUND

Our approach relies on three pillars:

1. The NIST Functional Cycle: Using the Identify-Protect-Detect-
Respond-Recover model to categorize every correlation rule [2].
2. Contextual Correlation: The idea that an alert's severity depends not

just on the technical event (e.g., "failed login™) but on the asset's context (e.g., "is this
the Mayor's workstation or a public kiosk?") [7].

3. Cyber Resilience: Shifting the goal from "zero incidents” to "zero
critical disruptions,” ensuring essential services like the 1551 contact center or air raid
alert systems continue functioning even if minor peripheral components are
compromised [3].

RESEARCH METHODOLOGY

The methodology combines qualitative process analysis with quantitative metrics tracked
at "Kyivteleservis" between 2021 and 2024.
 Qualitative: Analysis of SOC playbooks, incident post-mortems, and workflow
changes during the migration to a private cloud infrastructure.
« Quantitative: Tracking MTTD and MTTR for high-severity incidents, the ratio
of false positives (noise) to actionable alerts, and the availability of critical services
(e.g., "Kyiv Digital™" backend services).

RESEARCH RESULTS

1. Structuring SIEM by Cyber Security Functions Initially, our SIEM
had hundreds of default rules enabled. We audited and disabled 60% of them, keeping
only those relevant to our specific environment (Cisco network gear, specific server OS
versions, virtualization platforms). We then mapped the remaining rules to the NIST
functions. For example, "Detect" rules were tuned to catch anomalous traffic patterns
on the LoRaWAN gateway, which collects data from utility sensors.
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Figure 1. High-level data flow for municipal SOC/SIEM correlation.

2. Contextual Enrichment A raw log entry saying "High CPU usage on Server-101" is
useless. We implemented a lookup mechanism that enriched logs with asset data. The alert
became: "High CPU on Server-101 (Role: e-Ticket Database, Zone: Critical, Owner: Transport
Dept)." This allowed L1 analysts to prioritize immediately. This aligns with the "Situational
Center" model described by Skladannyi et al., where dependability attributes are key [12].

3. Operational Impact The results of these changes were measurable:

Table 2.

Operational effect after SIEM correlation redesign (selected KPIs).

Metric

Baseline

After tuning

Notes

Disabled default SIEM
rules

0%

~60% disabled

Removed
irrelevant/default noise
rules

Noise / false-positive
alerts

100% (index)

~10% (index)

~90% reduction via
correlation + context

(context factor)

MTTR for high-severity | ~45 min ~30 min ~30% improvement for
incidents known patterns
Remote workforce share | — ~80% Increased VPN/remote-

related noise

o Noise Reduction: By correlating firewall logs with identity management logs, we eliminated
90% of alerts caused by authorized remote workers connecting via VPN, which was critical

when 80% of our staff worked remotely.

e Improved MTTR: The average time to respond to critical incidents decreased by
approximately 30% (from ~45 minutes to ~30 minutes) for known attack patterns.
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Figure 2. MTTR improvement after correlation and playbook redesign (example KPI).
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« Resilience: During the massive kinetic and cyber attacks in late 2022 and 2023, the
unified SOC allowed us to quickly identify which network segments went dark due to power
cuts versus those under cyberattack, preventing wasted dispatch efforts.

Limitations. This case study reflects an applied SOC/SIEM program in a single large
municipality under wartime constraints. The metrics reported are operational indicators
collected for incident handling rather than results of a controlled experiment. Changes in the
threat landscape, staffing availability, and power-outage patterns may act as confounders.
Therefore, the reported improvements should be interpreted as evidence of practical feasibility
and operational value, not as universally guaranteed performance.

Replication checklist for other cities:

* Inventory critical services and service owners (including dependencies).

* Audit and disable irrelevant default SIEM rules; keep only rules tied to services and
threats.

 Implement enrichment (service, criticality tier, location/zone, and asset ownership).

* Map correlation rules to an operational model (e.g., NIST CSF) and align alerts to
playbooks.

* Route alerts to responsible teams and establish feedback loops from post-mortems to
rule tuning.

* Track operational KPIs (e.g., noise ratio, MTTD, MTTR) and review them on a fixed cadence.

CONCLUSIONS

The experience of "Kyivteleservis" proves that effective urban cyber defense does not
require unlimited budgets. It requires a disciplined approach to SIEM configuration. By
structuring correlation rules around the NIST framework [1] and enriching events with local
context, a municipal SOC can filter out noise and focus on protecting what matters—the digital
services that citizens rely on. For other cities, we recommend starting not with buying more
tools, but with building a clear inventory of assets and defining what "critical impact" means
for their specific community.
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KIBEP3AXUCT MICbKUX HUPPOBUX CUCTEM: MACIITABYBAHHAI
KOPEJIALII NOAIN Y SIEM JUIA 3SMEHIIEHHS IHIUAEHTIB B YMOBAX
BOECHHOI'O YACY

AnoTtanis. CydacHi Meramoiicu Jenani OibIe 3aeXaTh Bi CTIHKOCTI MUPPOBHUX maTdopM Ta
KOHBEPTCHTHHUX MEPEXK, sSKi 3a0e3MedyIoTh KUTTEASIIBHICTE MicTa. B yMoBax moBHOMacmTabHOL
BilHM, KONMM KiOepaTaku CHHXPOHI3YIOTbCA 3 (I3UYHUM pYHHYBaHHAM iHQPACTPYKTYpPH,
3a0e3rneueHHs Oe3nepepBHOCTI HaJaHHS MYHIIMMNAJIBHUX [OCIYr BHMAarae I€pexoay Bij
(hparMeHTapHOTO  MOHITOPMHTY 7O  LEHTPAJIi30BAHOTO, IHTEJICKTYAJILHOTO  YIPAaBJIiHHS
IHI[MICHTaMHU. Y CTaTTi CHCTEMAaTH30BaHO MPAKTHYHUI JOCBI OOYI0BH Ta EKCILTyaTallil MiCbKOTO
neHtpy kioepsaxucty (SOC) Ha 6a3i ChenianizoBaHOTO KOMYHalIBHOTO —IiJIPHEMCTBA
«KwuiBrenecepsic» y mnepion 2021-2024 pokiB. OG’€KTOM IOCHIKEHHS € MPOLECU 3aXHUCTY
KopropaTuBHOi MynbTHcepBicHOI Mepexi (KMM) wmicra Kuesa, sika 00’emnye monan 1800
MYHIOUNATBPHUX YCTaHOB, 1500 KM BOJOKOHHO-ONTHYHHUX IIHIH 3B’SI3Ky, CHCTEMY MICBKOTO
BigeocnocTepexeHH: «besneune micto» (moran 8000 kamep) Ta MepexkKy JaTUNKIB IHTEPHETY pedei
(LoRaWAN). ABTOpOM IeTaNbHO MPOAHATI30BAHO OITIEpaliiHI BUKIUKH, 10 BHHUKIN BHACIIIOK
PI3KOTO 3pOCTaHHS KUTBKOCTI KiOEpIHIIMACHTIB Ta 3MiHM JJaHAMA(TY 3arpo3: Big MacoBaHuX DDoS-
aTak Ha cepBicu «KuiB Lugpposuit» mo cripod excruryartarii Bpa3mmBocTel y TeNEKOMYHIKaIliTHOMY
oOnagHaHHI i 9ac OiekaytiB. OCHOBHY yBary B poOOTi IPHAUICHO PO3pOOII Ta BIPOBAKECHHIO
METOJMKK MacuiTadyBaHHs mpaBui kopessinii B SIEM-cucremi. 3anpornoHOBaHO Tepexil Bix
BUKOPHUCTAHHS CTaHAAPTHUX CHUTHATYP JO MOBEIIHKOBOTO aHANli3y, CTPYKTYPOBAHOTO Bi/IIOBITHO
1o ¢yukmii pamroBoi mogeni NIST Cybersecurity Framework 2.0 (Identify — Protect — Detect —
Respond — Recover). Onrcano MexaHi3M «KOHTEKCTHOTO 36araueHHs» noiit 6esnexu (Contextual
Enrichment), sikuii mnepenbavae aBroMaTH4HE JIOAaBaHHS JO CUPUX JIOTIB METaJaHUX IIPO
KPUTHYHICTh aKTHBY, HOro (hi3uuHe po3TallyBaHHs Ta BiAIOBiJaNbHOTO anMinicTparopa. lle
JIO3BOJIMJIO BUPIOIUTH TpoOiIeMy «BTOMH Bin croimeHs» (alert fatigue), BincisBmm mo 90%
MOMHMJIKOBUX CHpAIlOBaHb, CHPUYMHEHHX JICTITUMHOIO aKTHBHICTIO BiJJIQJICHUX KOPHUCTYBadiB
yepe3 VPN-numosn. Pesynbratn JOCHiKEHHS MIATBEPKEHO KIUIBKICHUMHM ITOKa3HUKAMH
epextuBHOCTI pobotrm SOC: cepenmuiii wac pearyBanmHs (MTTR) Ha iHOWAZEHTH BHCOKOI
KPUTHYIHOCTI Baanocs ckopotutu Ha 30% (3 45 mo 30 XBWIMH), a JOCTYIHICTh KIFOYOBUX
aJIMIHICTPATMBHUX TOCIYT AJsl TpOMaJsiH Oyno 30epexeHo Ha piBHI 99,9% HaBiTh y nepioan
MIKOBUX HaBaHTa)KeHb. Y BHCHOBKax c()OpMYJIbOBAHO MPAKTHYHI peKOMeHJamii /it KePiBHUKIB
mudpoBoi TpaHcopmarlii MicT MmoOAO mpiopuTe3arii 3aco0iB MOHITOPHHTY Ta TOOYIOBU
BIIMOBOCTIHKOI apXiTeKTypH KiOep3axHcTy B yMOBax OOMEXKEHHMX KaJpoBHX Ta (DiHAHCOBHX
pecypciB. CraTts Moxe OyTH KOpUCHOIO st (axiBIiB i3 KibepOe3nekn KpPUTHUIHOT
iHOPACTPYKTYpH, CHUCTEMHHX apXiTEeKTOpPiB Ta TOCAJOBHX OCi0 OpraHiB  MiCIEBOTO
CaMOBPSITYBaHHS.

KarouoBi cioBa: kiGepzaxuct wmickkux cucreM; SIEM; nentp kiGepsaxucry; Kopessiis
iHnuaentis; MTTD; MTTR; mudposi Mickki cepBicy; KiOepCTiHKICTh; KpUTHYHA iHPpacTpyKTypa.
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