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RETRIEVAL-AUGMENTED GENERATION FOR FORENSIC LEGAL ANALYSIS:
INTEGRATION OF UKRAINIAN CRIMINAL CODE WITH MOBILE DEVICE
EVIDENCE

Abstract. Digital forensic investigations in Ukraine require analysts to classify mobile device
evidence according to the Criminal Code, a process that is time-consuming and requires deep legal
expertise. This paper presents the first retrieval-augmented generation (RAG) system for
Ukrainian Criminal Code analysis, focusing on Section | (Crimes Against National Security). We
construct a database of 9 articles covering treason, espionage, collaboration, and sabotage
offenses, and evaluate the system on 60 synthetic forensic scenarios with deterministically-derived
ground truth. Our experiments compare four chunking strategies, three multilingual embedding
models, and four large language models (both API-based and locally-deployed). The best retrieval
configuration achieves MRR of 0.588 using multilingual-e5-large embeddings with part-level
chunking. For end-to-end classification, RAG with GPT-40-mini achieves 54.2% article
identification accuracy, outperforming a few-shot prompting baseline (29.2%, p=0.03) but
showing no statistically significant improvement over direct LLM prompting (52.1%, p=0.89). We
argue that RAG’s primary advantage for forensic applications lies not in classification accuracy
but in grounding, transparency, and governance: retrieved legal provisions are traceable and
verifiable, the knowledge base can be updated without retraining, and the system supports fully
local deployment where evidence cannot leave the organization. Local LLMs achieve 77% of API
performance (41.7% accuracy), confirming that on-premise deployment is feasible at reduced
accuracy.

Keywords: Retrieval-Augmented Generation; Legal NLP; Ukrainian Criminal Code; Digital
Forensics; Multilingual Embeddings; SLM; LLM, Mobile Forensics.

INTRODUCTION

Mobile devices seized during criminal investigations contain evidence that must be
classified according to applicable criminal law. In Ukraine, forensic analysts manually match
digital artifacts-messages, call logs, location data, images-against 450+ Criminal Code
articles [1]. This process is time-consuming and requires deep legal expertise. Recent work
has explored Al-driven approaches to mobile forensics [2], but mapping forensic artifacts to
specific legal provisions remains largely manual. For national security offenses, where
Section | defines crimes such as treason, espionage, and sabotage, accurate classification is
both legally and politically sensitive.

Large language models (LLMs) have shown strong performance on legal reasoning
tasks in English [3], but their application to Ukrainian legal text remains unexplored.
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Ukrainian is a low-resource language for NLP, and the Criminal Code uses domain-specific
terminology that general-purpose models handle poorly. Fine-tuning LLMs on Ukrainian
legal data requires substantial annotated corpora that do not exist. Retrieval-Augmented
Generation (RAG) [4] offers an alternative: instead of encoding legal knowledge in model
parameters, the system retrieves relevant law articles at inference time and provides them as
context. Beyond potential accuracy improvements, RAG has properties particularly relevant
in governance-sensitive forensic environments: classifications are grounded in specific
retrieved provisions rather than opaque model internals, the legal knowledge base can be
updated when legislation changes without retraining, and the full pipeline can run locally on
consumer hardware-a requirement when classified evidence must not leave the organization.

Article objective: The objective of this paper is to develop and evaluate a retrieval-
augmented generation (RAG) system for automated classification of mobile forensic evidence
according to the Ukrainian Criminal Code, enabling efficient and transparent legal analysis in
digital forensic investigations. Achieving this objective requires solving the following tasks:
(1) construct a structured database of Ukrainian Criminal Code Section | (Crimes Against
National Security) with bilingual text, metadata, and cross-references suitable for vector
retrieval; (2) evaluate chunking strategies (article-level, part-level, semantic) for Ukrainian
legal text to determine optimal granularity for retrieval; (3) compare multilingual embedding
models (E5-large, E5-base, MPNet) on Ukrainian legal text retrieval performance; (4) assess
end-to-end RAG classification accuracy using both cloud-based (GPT-40-mini) and locally-
deployed (Llama-3, Qwen2.5, Gemma-3) language models; (5) compare RAG against
baseline approaches (direct LLM prompting, few-shot prompting) to quantify retrieval’s
contribution to classification accuracy; (6) analyze error patterns to identify limitations and
inform future improvements.

The contributions of this paper are: (1) A RAG system architecture for Ukrainian
Criminal Code retrieval, including a structured database of Section | articles with metadata
and cross-references. (2) An evaluation of embedding models and chunking strategies for
Ukrainian legal text, showing multilingual embeddings with part-level chunking outperform
article-level and sentence-level approaches. (3) A comparison of RAG, direct LLM
prompting, and few-shot prompting for legal classification, showing RAG outperforms few-
shot prompting (54.2% vs. 29.2%, p=0.03) but not direct prompting (52.1%). (4) An analysis
of local versus API-based LLMs for forensic applications, with local models achieving 41.7%
accuracy-showing feasibility as decision-support where data cannot leave the organization.

Analysis of recent research and publications. RAG combines parametric knowledge in
language model weights with non-parametric knowledge retrieved from external corpora [4],
addressing hallucination by grounding generation in retrieved evidence. Retrieval has evolved
from sparse methods like BM25 [5] to dense approaches. Dense Passage Retrieval [6]
established that learned embeddings outperform sparse methods by 9-19% on open-domain
QA. Sentence-BERT [7] made practical sentence-level retrieval feasible.

Legal text poses unique NLP challenges: specialized terminology, complex syntax, and
heavy cross-references [8]. Domain-specific pretraining improves performance-Legal-BERT
[9] gained 2-5% F1 over general BERT on legal classification. Recent legal RAG work
reveals domain-specific difficulties. Reuter et al. [10] found retrieval precision degrades with
corpus size due to high similarity between legal provisions. Ho et al. [11] showed encoding
hierarchical legal structure into RAG improves reasoning for multi-factor legal tests.

Multilingual embedding models represent text from different languages in a shared
semantic space, important for low-resource languages with limited training data. LaBSE [12]
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was trained on parallel data from 109 languages using translation ranking. Wang et al. [13]
introduced Multilingual E5, trained with contrastive learning on large multilingual corpora.

Digital forensics involves identification, preservation, analysis, and presentation of
digital evidence. Lillis et al. [14] identified key challenges: increasing data volume,
encryption, cloud storage, and need for faster analysis. Dunsin et al. [15] surveyed Al and
machine learning in digital forensics and incident response. Mykhaylova et al. [2] proposed
an Al-driven roadmap for person-of-interest detection on mobile forensics data,
demonstrating how machine learning assists in identifying relevant evidence patterns.

Two main approaches adapt language models to specialized domains: retrieval-
augmented generation and fine-tuning. Hu et al. [16] introduced LoRA, reducing fine-tuning
computational cost by learning low-rank weight matrix updates.

Despite progress in legal NLP and RAG systems, several gaps remain. First, no prior
work has developed RAG systems for Ukrainian legal text. Existing legal RAG research
focuses on English, German, and Chinese legal systems, leaving Slavic languages unexplored.
Second, the intersection of digital forensics and legal RAG has not been studied. Third,
multilingual embedding model performance on Ukrainian legal text is unknown.

THEORETICAL FOUNDATIONS

Retrieval-augmented generation. RAG combines parametric knowledge in language
model weights with non-parametric knowledge retrieved from external corpora [4]. The
architecture consists of two components: a retriever that identifies relevant documents given a
query, and a generator that produces output conditioned on both the query and retrieved
documents. This approach addresses LLM hallucination by grounding generation in
retrieved evidence.

Dense retrieval methods encode queries and documents as vectors in a shared
embedding space, enabling efficient similarity search. Dense Passage Retrieval [6]
demonstrated that learned embeddings outperform sparse methods by 9-19% on open-domain
QA tasks. Sentence-BERT [7] made practical sentence-level retrieval feasible by producing
fixed-length sentence embeddings.

Legal NLP challenges. Legal text poses unique NLP challenges that distinguish it from
general-domain text [8]. Legal language exhibits specialized terminology, complex syntactic
structures, and extensive cross-references between provisions. Domain-specific pretraining
improves performance-Legal-BERT [9] achieved 2-5% F1 improvement over general BERT
on legal classification tasks.

For Ukrainian legal text, additional challenges arise. Ukrainian is a morphologically

complex language with limited NLP resources. The Criminal Code uses domain-specific
terminology that differs from everyday language, and legal texts contain terms borrowed from
Russian legal tradition or translated from European frameworks. No embedding models have
been specifically trained or evaluated on Ukrainian legal text.
Legal NLP challenges. Multilingual embedding models represent text from different
languages in a shared semantic space. LaBSE [12] was trained on parallel data from 109
languages using translation ranking, producing embeddings where semantically similar
sentences cluster regardless of language. Multilingual E5 [13] was trained with contrastive
learning on large multilingual corpora, achieving strong cross-lingual retrieval performance
across 100+ languages. For Slavic languages, most multilingual models allocate limited
capacity compared to English and Western European languages. Ukrainian, despite 40+
million speakers, is underrepresented in model training data, creating a gap between
theoretical multilingual capabilities and actual Ukrainian text performance.
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RESEARCH METHODOLOGY

Criminal code database construction. We constructed a structured database from Section
I of the Ukrainian Criminal Code (Crimes Against National Security), obtained from
zakon.rada.gov.ua [1]. This section was selected for its relevance to Security Service of
Ukraine investigations, clear statutory definitions enabling deterministic ground truth, and
inclusion of 2022 wartime amendments.

The database covers 9 articles with 25 constituent parts: Article 109 (Forceful change of
constitutional order, 3 parts), Article 110 (Encroachment on territorial integrity, 3 parts),
Article 111 (High treason, 2 parts), Article 111-1 (Collaborative activity, 7 parts-added 2022),
Article 111-2 (Aiding the aggressor state, 3 parts-added 2022), Article 112 (Assassination of
state officials, 1 part), Article 113 (Sabotage, 2 parts), Article 114 (Espionage, 2 parts), and
Article 114-1 (Obstruction of Armed Forces activities, 2 parts).

We evaluated four chunking strategies: article-level chunking (9 chunks), part-level
chunking (25 chunks), and two semantic chunking variants (512-token and 256-token
maximum with overlap).

Forensic scenario dataset. We created UCC-Forensic-60, a dataset of 60 synthetic
forensic scenarios representing mobile device evidence from national security investigations,
split into 12 development and 48 test scenarios. Scenarios are distributed across four
categories: TREASON_ESPIONAGE (Articles 111, 114), COLLABORATION (Articles
111-1, 111-2), SUBVERSION (Articles 109, 110, 113), and TARGETED_VIOLENCE
(Articles 112, 114-1).

Ground truth labels were derived deterministically from statutory language. Each
scenario contains specific factual elements mapping directly to article definitions, eliminating
the need for expert annotators.

RAG system architecture. Our RAG pipeline follows the standard retrieve-then-
generate approach [4]. Given a forensic scenario description as input, the system retrieves
relevant Criminal Code chunks and generates a legal classification with the retrieved context.

We evaluated three multilingual embedding models: Multilingual-E5-large [13] (1024-
dimensional), Multilingual-E5-base (768-dimensional), and Paraphrase-multilingual-mpnet
[7] (768-dimensional). We use FAISS [17] for vector storage with IndexFlatIP. We retrieve
top-k chunks (k in {1,3,5}) ranked by cosine similarity.

We evaluated four language models: GPT-40-mini (OpenAl API), Llama-3-8B-Instruct,
Qwen2.5-Coder-7B-Instruct, and Gemma-3-12B-Instruct (local via llama.cpp with Q4_K_M
quantization on Apple M3 Max).

Evaluation Framework. We evaluate retrieval quality using standard information
retrieval metrics [18]. Mean Reciprocal Rank (MRR) is the average of reciprocal ranks of the
first relevant chunk. Precision@k is the fraction of retrieved chunks (among top-k) that are
relevant. Recall@Kk is the fraction of relevant chunks that appear in top-k results.

For the generation component, Article Accuracy is the fraction of exact matches with
ground truth. Multi-label F1 is micro-averaged F1 for multi-article scenarios. All metrics
include 95% confidence intervals via bootstrap resampling (1,000 iterations).

481



RESEARCH RESULTS

| Y B R G R  ene

BKIBEPBEI3INTEKA: ocsita, Hayka, Textika

Ne 4 (32), 2026

ISSN 2663 — 4023

Chunking strategy comparison. Table 1 presents retrieval performance across four

chunking strategies.

Table 1
Retrieval performance by chunking strategy
Strategy Chunks MRR P@1 P@3
part_level 25 0.524 0.438 0.583
article level 9 0.470 0.292 0.531
semantic_512 10 0.434 0.250 0.531
semantic_256 11 0.418 0.271 0.531

Part-level chunking achieved the highest MRR (0.524), outperforming article-level by

0.054 points. The difference was not statistically significant (p=0.25, d=0.13), but the trend
was consistent. Semantic chunking underperformed structure-aware approaches,
demonstrating that respecting legal document structure provides better retrieval than arbitrary
token-based splitting.

Embedding model comparison. Table 2 compares three multilingual embedding models
using part-level chunking.

Table 2
Retrieval performance by embedding model
Model Dim MRR P@1 P@3
multilingual-e5-large 1024 0.588 0.542 0.563
multilingual-e5-base 768 0.524 0.438 0.583
paraphrase-multilingual-mpnet 768 0.439 0.333 0.490

Multilingual-e5-large achieved the highest MRR (0.588) and Precision@1 (0.542). The

best configuration (part-level chunking with multilingual-e5-large) achieves MRR of 0.588,
meaning the relevant article typically appears in the top two results-acceptable for analyst
decision support workflows.

Retrieval by Chunking Strategy

Retrieval by Embedding Model
0.7 0.7

MRR MRR
- PEl = PEl

0.6 R@3 0.6 R@3
0.51 0.51

" 0.4 1 " 0.4

] ]

@ b
0.34 0.34
0.2 0.2
0.14 0.14
0.0 0.0

Part-level
(25 chunks)

Figure 1. Retrieval performance comparison across embedding models and chunking
strategies. Left: MRR by chunking strategy (part-level outperforms semantic chunking).
Right: MRR by embedding model (multilingual-e5-large achieves best performance at 0.588)

Article-level
(9 chunks)

Semantic
(512 tok)

Semantic
(256 tok)
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Table 3
End-to-end RAG performance by generation model
Model Type Article Acc ML-F1 Parse Latency
gpt-4o0-mini API 54.2% 46.9% 100% 651ms
gwen2.5-coder-7b local 41.7% 35.4% 93.8% 1901ms
llama3-8b local 39.6% 38.2% 89.6% 1286ms
gemma3-12b local 39.6% 28.5% 100% 1840ms

GPT-40-mini achieved the highest accuracy (54.2%) and multi-label F1 (46.9%), with
perfect parse success and lowest latency. Among local models, Qwen2.5-coder-7b achieved
highest accuracy (41.7%). The 12.5 percentage point gap between cloud and local models
reflects both model capability and the challenge of running quantized 7-8B models on legal
classification in low-resource languages.
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Figure 2. Experimental results summary. Left: End-to-end RAG performance across
generation models, showing the accuracy gap between cloud APl (GPT-40-mini) and local
models. Right: Comparison of RAG against baseline methods, with significant improvement

over the few-shot prompting baseline (p=0.03, Cohen’s d=0.52).

RAG vs. baseline comparison. Table 4 compares our RAG system against two baselines.

Table 4
Comparison of RAG against baseline approaches
Method Article Acc ML-F1 Latency
RAG 54.2% 46.5% 713ms
Direct LLM 52.1% 41.5% 594ms
Few shot prompting 29.2% 25.0% 506ms

RAG achieved 54.2% accuracy versus 52.1% for direct prompting-a 2.1 percentage
point difference that was not statistically significant (p=0.89, d=0.04). However, RAG
substantially outperformed few-shot prompting: 54.2% vs. 29.2%-a 25.0 percentage point
difference that was statistically significant (p=0.03, Cohen’s d=0.52, medium effect).

Error Analysis. Analysis of all 22 incorrect GPT-40-mini predictions revealed that
reasoning errors (59.1%, 13 cases) were more common than retrieval errors (40.9%, 9 cases).
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Most frequent reasoning errors involved confusion between semantically similar articles:
Article 111 vs. 111-1 (5 cases), Article 111-1 vs. 111-2 (4 cases), and Article 114 vs. 111 (3
cases). These patterns reflect genuine legal complexity-2022 amendments created overlapping
provisions that even experts may interpret differently.

Classification Confusion Matrix
(GPT-40-mini with RAG, n=48)

Art. 1094 3

Art. 110

Art. 111
Art. 111-1 4
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Figure 3. Classification confusion matrix for end-to-end RAG with GPT-40-mini on the 48-
scenario test set. Rows represent ground truth articles; columns represent predicted articles.
Diagonal cells indicate correct classifications. The matrix shows systematic confusion
between related articles, particularly within the collaboration cluster
(Articles 111, 111-1, 111-2)

S »
> ' N
FA S

Summary of findings. Our experiments yield four main findings: (1) Part-level
chunking outperforms semantic chunking for Ukrainian Criminal Code retrieval by respecting
legal document structure. (2) Multilingual-e5-large achieves best retrieval (MRR 0.588). (3)
Cloud LLMs outperform local models (GPT-40-mini: 54.2% vs. local: 39.6-41.7%). (4) RAG
outperforms few-shot prompting (54.2% vs. 29.2%, p=0.03, d=0.52) but not direct LLM
prompting (52.1%, p=0.89), suggesting RAG’s value lies in grounding, transparency, and
updatability rather than accuracy gains for small corpora.

CONCLUSIONS AND PROSPECTS FOR FURTHER RESEARCH

This paper presented a RAG system for Ukrainian Criminal Code analysis in digital
forensics contexts. We focused on Section | (Crimes Against National Security), developing
both retrieval infrastructure and an evaluation framework using statutory language mapping
as ground truth,

Main findings. Multilingual-e5-large with part-level chunking achieved highest retrieval
performance (MRR = 0.588). Part-level chunking worked better than article-level or semantic
approaches by preserving legal semantics of individual offense definitions. RAG with GPT-
40-mini achieved 54.2% accuracy, outperforming few-shot prompting (29.2%, p=0.03) but
showing no significant improvement over direct LLM prompting (52.1%, p=0.89). Local
models on consumer hardware achieved approximately 77% of API performance (41.7%),
representing a concrete privacy-accuracy trade-off. The lack of significant accuracy difference
between RAG and direct prompting does not undermine retrieval’s value. RAG provides three
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independent advantages: (1) grounding and transparency-analysts can verify the legal basis
for classifications; (2) updatability-the knowledge base can incorporate legislative changes
without retraining; (3) local deployment-the entire pipeline can run on-premise where
classified evidence must remain within the organization.

Limitations. All scenarios were synthetically generated with deterministic ground truth,
making classification artificially well-formed compared to real forensic evidence. We
evaluated only Section | (9 articles); generalization requires validation on other sections. The
48-scenario sample provides limited statistical power.

Prospects for further research. Several directions could extend this work: (1) Evaluating
on the full Criminal Code (450+ articles) to test whether retrieval degrades with corpus size.
(2) Partnership with forensic practitioners to obtain anonymized real evidence. (3) Combining
RAG with lightweight fine-tuning on retrieved context. (4) Training embedding models
specifically for Ukrainian legal text. (5) Developing confidence-based abstention mechanisms
for low-confidence predictions. (6) Creating severity-weighted error metrics based on penalty
distance between misclassified articles. The broader implication is that RAG provides a viable
architectural framework for applying LLMs to low-resource legal domains. The governance
advantages-grounding in traceable legal text, updatability when legislation changes, and
support for on-premise deployment-are especially relevant for forensic applications where
classification decisions must be auditable and evidence must remain within organizational
boundaries.
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I'EHEPAIIA 3 JOITIOBHEHHSAM HA OCHOBI IOWIYKY IJIA CY1OBO-
ITPABOBOI'O AHAJII3Y: IHTEI'PAIIIA KPUMIHAJIBHOI'O KOAEKCY
YKPAIHH 3 JJOKA3AMU 3 MOBLJIbHUX ITIPUCTPOIB

Anoranis. luppoBi KpuMiHaNMiCTH4YHI PO3CIHiAyBaHHsA B YKpaiHi BUMararoTh BiJl aHaJITHKIB
ki1acudikanii qoka3iB, OTPUMAHUX 13 MOOUIBHMX TIPHUCTPOIB, BIAIOBIAHO IO TIOJIOKEHB
KpumiHagpHOrO KOZEKCy, W0 € TPYAOMICTKHUM TIpOLecoM 1 moTpedye TrinboKoi NpaBoBOi
eKcrepTu3u. Y Il CTaTTi MpeACTaBJICHO IEepIly CHCTEMY IeHepallii 3 JOMOBHEHHSM BHOIPKOIO
(retrieval-augmented generation, RAG) mis ananisy KpumiHanpHOTO KoAekcy YKpaiHu 3
akieHToM Ha Po3min I («37104YMHM TIPOTH OCHOB HaIiOHANBHOI Oe3meku Ykpainmy). byimo
chopmoBaHO 0a3zy nmaHHX i3 9 crareil, IO OXOIUIIOIOTH JIEpXKaBHY 3paay, IIIHTYHCTBO,
KoJlabopamiifHy AisUTPHICTE 1 IWBEPCi0, Ta 3MIMCHEHO OMLIHIOBaHHSI CHCTEMH Ha OCHOBiI 60
CHHTCTUYHUX KPUMIHAIICTHYHUX CIEHapiiB i3 JEeTepMiHOBaHO C(HOPMOBAHOIO ETAJOHHOIO
po3mitkoro (ground truth). Y Mexkax eKCHEpUMEHTIB TMOPIBHIOBAIHUCA YOTHUPU CTpaTerii
CerMeHTallii TEeKCTy, TpY OaraToMOBHI MO/iesi eMOeIMHTIB 1 YOTHPH BeJIMKI MOBHI Mozeni (sik API-
OpiEHTOBaHI, TaK 1 PO3rOPHYTI JIoOKaJIbHO). Halikpaia koH(irypaist NOMIyKy JOCATIa TOKa3HUKA
MRR Ha piBHi 0,588 i3 Bukopucranusm emoeanHriB multilingual-e5-large ta cermenranii Ha piBHi
vyactun crareil. J[ns HackpisHol kiacubikanii RAG y moexnanui 3 GPT-40-mini 3a6e3mneunna
TOYHICTh imeHTHGiKamii crarti Ha piBHi 54,2 %, mepeBumimuBmE 6a3oBy Mmomenb few-shot
prompting (29,2 %, p = 0,03), npore He NPOJEMOHCTPYBajla CTATHCTHYHO 3HAYYIIOTO
MOKPAIIEHHs MOPiBHAHO 3 mpsimuM 3actocyBanusm LLM (52,1 %, p = 0,89). O6rpyHTOBY€ETHCS,
o OocHOBHa mepeBara RAG a1 KpUMIHAJNICTHYHMX 3aCTOCYBaHb MOJISITa€ HE CTIIBKH B
MiABUIICHHI TOYHOCTI Kiacu(ikallii, CKUIbKH y 3a0e3ledeHHi OOTpYHTOBAHOCTI, IIPO30POCTi Ta
HAJIC)KHOTO YIIPABIIiHHSA: BUTATHYTI IPABOBI HOPMH € BiJICTe)KYBaHHMH Ta BepH]iKoBaHUMU, 0aza
3HaHb MOKE OHOBIIIOBATHCS O3 MepeHABYaHHI MOJEINI, a CHCTEMa i ATPUMYE MOBHICTIO JIOKaJIbHE
PO3TOpPTAaHHS y BHIAKAX, KOJIX JOKA3H HE MOXKYTh 3aJHIIATH MEXi opranizaiiii. JIokansHi Beluki
MOBHI MOJieJi JocsratTh 77 % npoaykruBHocTi API-pimens (41,7 % TOYHOCTI), 110 HiATBEPIKYE
MOXIIMBICTb JIOKQJILHOI'O PO3TOPTAHHS 38 YMOBH II€BHOTO 3HMKEHHS TOYHOCTI.

Karouosi ciioBa: Retrieval-Augmented Generation; Legal NLP; Ukrainian Criminal Code; Digital
Forensics; Multilingual Embeddings; SLM; LLM, Mobile Forensics.
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