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MNPOEKTYBAHHSI CACTEMU ABTEHTU®IKAIII FIOMETPUYHOI'O
3AXUCTY HA OCHOBI METOAY K-CEPEJIHIX

AnoTanis. PosrnsayTro Merton OiomerpuuHOl imeHTH(iKamii, TpU3HAYECHUA U1 3a0e3ICUCHHS
3axucTy KoH(imeHmiHHOI iHpOpMamii. 3ampomoHOBaHO MeTOX KiIAacH]ikalii OloMeTpUYIHMX
BiJOWTKIB 3a JOITIOMOTOI0 MAITMHHOTO HaBYaHHA. [lomaHO OMWH i3 BapiaHTIB pO3B’SI3KYy 3amadi
imeHTUdIKail OiOMETpUYHHX 300pa’keHh HAa OCHOBI alTOPUTMY K-CepelHiX. bymo cTBOpeHO
MO3HAUeHI 3pa3Kyu JIaHHUX JUIS MIPOLIECiB HABYAHHS Ta TeCTyBaHHs. J{JIs BCTAHOBJIEHHS! OCOOHMCTOCTI
BUKOPHCTOBYBAJIUCH OiOMETpHYHI IaHi BiIOWTKIB manbliB. HoBe ckaHyBaHHS BiZOMTKIB MajibliB,
SIKE HAJICKUTh MEBHIN 0c001, MOPIBHIOETHCS 3 TAHUMHU, 10 30epiraroThes i 1i€i ocobu. Skiio
BHUMIpIOBaHHSA 30iraloThCs, TBEPKECHHS NPO Te, o ocoba mpoinuia izeHTHdikamito, BiInOBigae
niicocti. EkcriepuMeHTabHi pe3ysibTaTH BKa3ylOTh, IO METOA K-CepeiHiX € MepCreKTHBHEM
migxoaoM 70 kinacudikamii BiIOWTKIB manbIliB. Po3BUTOK OioMeTpii MPU3BOAUTH 10 CTBOPEHHSI
crcTeM Oe3IeKH 3 KpalliM CTYIIEHEM PO3Ii3HAaBaHH 1 3 MEHILIOIO KiJIbKICTIO MOMUJIOK, HIXK CHCTeMa
0e3nexy Ha TpaguUiiHUX HOCisIX iHpopManii. MalMHHe HaBYaHHS MPOBOAWIN 3 BUKOPUCTaHHAM
psiny 3paskiB i3 Biomoi 0ioMeTpu4HOi 0a3M JaHWX, a IepeBipKy / TeCTyBaHHS NMPOBOAWIHN i3
3pa3kaMu 3 Tiel camoi 6a3u JNaHMX, SKi He Oynu BKIIOUYEHI /0 HAOOpy HAaBYAIBHUX AaHUX. Jlis
BCTAHOBJIEHHsSI 0COOMCTOCTI BUKOPUCTOBYBAJIMCh OIOMETPHYHI JJaHi BiIOMTKIB MajblliB HA OCHOBI
BimpoctymHoi 0asm NIST Special Database 302, ta mokasano pe3ynsTaTh HaB49aHHSA. HoBe
CKaHyBaHHS BIJIOWTKIB TaJIbIiB, K€ HAJIEKHUTHh MEBHIA 0C00i, MOPIBHIOETHCS 3 IAHWMH, IO
30epiraroThest s 1i€i ocobu. Ko BUMiproBaHHS 30iraroThCs, TBEPKEHHS MPO Te, M0 0coda
nmpoinuia ireHTudikamito, Biamosigae aiiicaocti. CucremMa MallMHHOTO HaBYaHHS MOOYyJ0BaHa Ha
MOJIyJIbHiM OCHOBI, IIIIXOM (OpMyBaHHs KOMOiHALii OKpeMux MozyIiB GiGmioreka scikit-learn y
cepemosuii python.
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KoarouoBi ciioBa: BifOMTKY NanbIiB, 6i0METPUYHI 300pa)KCHHS, MalllMHHE HABYaHHS

BCTYII

MamyHHe HaBYaHHS — BEJIMKHMH MiZPO3JUT IITYYHOIO 1HTENEKTY, IO BUBYAE€ METOAU
noOyJ0BH alNTrOpUTMIB, 3[JaTHUX HaBYaTHCS. MallMHHE HaBYaHHS MAa€ IIUPOKUN CIEKTP
BUKOPUCTAHHA y PI3HUX TexHojorisx. HoBi 3aBaaHHs, 110 BUHUKAIOTh NMPAKTHYHO IIOAHS,
OpU3BOJATH 70 TOSBM HOBHUX HampsMKIB MalIMHHOTO HaB4aHHA. barato ycmixiB y
OlOMETpUYHOMY PO3Mi3HABaHHI BIJOMTKIB MaJbI[iB OYyJI0 3pOOJICHO 3aBISKH MAIIMHHOMY
HaBYaHHI. Y JaHiid poOOTi mpeAcTaBlieHI OKpeMi MIAXOAM JO MAIIMHHOTO HaBYaHHS, SKi
HOJUIAIOTHCS HA HaBYaHHs 0e3 BUMTENS Ta HaBYaHHA 3 yuuTesieM. HaBuaHHs 3 yuuteneMm - 1e
HaBYaHHS 1] KEPIBHULTBOM. SIKILIO MallIMHA TPEHYEThCS BUKOHYBATH 3aB/IaHHS 3 KEPIBHUKOM,
BOHAa OTPUMY€ po3MiueHi naHi. TakuM YMHOM, KOMII'IOTE€PY BIAETHCS IIBUAIIC BUIABATH
pesyiabTatd. TyT KOMI'IOTEp MpeACTaBIeHMH OaXaHUMH BXOJaMH, BCTAHOBJICHUMHU
KEpIBHUKOM, Ta OakaHMMHU Buxoaami [ 1, 20-22].

Po3pi3HsI0TH: a) HABYAHHS 3 YUUTENEM, JIe KOMII'I0TE€p OTPUMYE HETIOBHUI HaBYAIbHUM
KOMIUIEK, y SKOTO BIJCYTHI YHCICHHI IUIbOBI pe3ynabTaTd; O) aKTUBHUN HaBYAIbHHUN
KOMIT'FOTEp MOKE OTPUMYBATH HaBUAIbHI JIaH1 JIMIIE 7151 OOMEXEHOro Habopy BUNAIKIB, 1 BiH
MOBUHEH ONTHMI3yBaTH CBili BUOIp 0O0'€KTiB; B) HaBYAHHS B JMHAMII — HAaBYAJIbHI JaHI
HOJAIOTHCS K 3BOPOTHUH 3B'SI30K LI0JI0 IPOrpaMu B IMHAMIYHOMY CEPEJOBHILI.

[lpy HaBuyaHHi Oe3 y4WTeNs aJrOPUTM HABYAHHS HE MMO3HAYEHHWH TeramMH, TOMY BiH
HOBHMHEH 3HANTU CTPYKTYPY Yy CBOEMY BBEJCHHI. SIKILIO aJITOPUTMH TPEHYIOThCS 0€3 yuuTes,
iM JI0BOIUTBCS CaMOCTIMHO aHami3yBaTH iH(oOpMalio i mykatd 3akoHomipHocTi. Takuit
HiJX1JT MOXeE TpUBATH JIOBIIE, OJHAK PO3POOHMKAM He MOTPiOHO ToTyBaTtu 0a3zy JaHUX
3a3nanerigb. HaBuanHs Oe3 yuuTenss BUKOPUCTOBYETHCS B IPEACTaBIECHHI 300pa’keHb,
re’eparii BiJeo, MOJIEJIIOBaHHI MOB, TBOPUOMY ITUCbM1, CHHTE31 MOBJICHHSI.

HaBuaHH# 3 yunTeseM BUKOPUCTOBYEThCS B PO3Ii3HABAHHI 300pakeHb, aHaJIi31 HACTPOIB,
posmizHaBanHi mMoBH [2, 14, 23]. IliaroToBka Mopenel manbliiB ab0 HaBITh CITKIBKH (3a
JIOTIOMOTOIO CIEIIaTbHUX TOJIOTPaM) TEXHIYHO MOXKINBa. OCKIITBKY 11eHTU(IKAIliSI HA OCHOBI
pyxXy ouell BUKOPHCTOBYE 1H(popmalito, ska BHPOOIAETbCS 3A€0LIbIIOro MO3KOM  (ii
HEMOXKJIMBO HACIiyBaTH), MiApoOUTH el Tun iHpopMarlii HabaraTo ckiaguime [3, 15].

biomeTrpuuHne y3romkeHHs - 1e "HeuiTke mnopiBHAHHA". lle moB’s3aHo 3 THM, IO
O10METpUYHI XapaKTePUCTUKHU, BUABIIEHI BAPYre, HIKOJIM He OyBalOTh TOUHO TaAKHUMHM XK, SIK Y
nepuii pa3. Ll xapakrepuctiuka 610METpUYHOI BiMOBIAHOCTI MpU3BeNa 10 BUKOPUCTAHHS
TaKMX METOJIB MAaIlTMHHOTO HAaBYAHHS, SK HEHPOHHI MEpeXi, HEJITKa JIOT1Ka, €BOJIOIIHI
O0YMCIICHHS TOIIO B OIOMETPHYHUX alNropuTMax Ta 3axucTi JaHux [4, 16-17]. MamunHe
HaBYaHHS Ma€ KJIFOYOBI BIACTHUBOCTI IIYMOCTIHKOCTI 1 MOke €()eKTHUBHO BUPIIITYBAaTH CKIIAIHI
npobiemMu po3smi3HaBaHHsA o00pa3iB. KpiM Toro, MammHHE HaBYaHHS € BIIOPSIKOBAHOIO
aJIamnTaIiceo i, SK TMPaBWIO, Ma€ MapajellbHy OOYHCIIOBATBHY apXiTeKTypy, aJarTHBHO
MOJICNIIOYM CKJIaJHI OlOMETpUYHI XapaKTEpPUCTHKH, HE poOJssuM OaraTboX MpPUIYIIECHb,
BUKOPUCTOBYIOUH TOUHY MaTeMaTHIHY Mozeb [5]. CTpykTypa Ta MoJieinbh BU3Ha4YeHi B [6].

TEOPETUYHI OCHOBU JOCJIKEHHA
CIIOCIB ABTEHTU®IKAIIII KOPUCTYBAYA

Tunoa GiomMeTpuYHa cucTeMa aBTeHTH(IKallii ckagaeTbes 3 ABoxX eTamiB (puc. 1). Ilix
yac aBTeHTH}IKAIllT KOpUCTyBay (CKakiMo, AJtica) CKaHye CBO1 O10METpHUYHI TaH1, BKITFOYAI0YH
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BIIONTKH TANIBIIB, 3 AKUX JIaHI 3UUTYIOTHCS Ta CTBOPIOETHCS MIA0JIOH, SKUH 30epiraeThes abo
B IIEHTpabHil 0a3i naHux, ab0 Ha MOOUTBHOMY TIPUCTPOI.

BxiaHi gaHi

BunyyeHHa
ocobmBocTen

CTBOpEHHA
wabnoHy

5

MepeBipka basa
[aHNX
g
= BunyyeHHs
%’./%/. o(:c:g}ﬁ_c-)_c—r;ﬁ lneHmudikavjs
- NG

:

Tak Hi

Puc. 1. Biomempuuna cucmema aymenmudpixayii

Ha erami aBrentudikamii kopucryBad, KMl CTBEPKYE, IO AJlica 3HOBY CKaHYE CBOL
OioMeTpuyHi JaHi, i s cama QyHKIiS BUKOPUCTOBY€ETHCS JJIsi BU3HAYCHHS XapaKTePUCTHK [7,
19].

[TotiMm pe3ynbTaT MOPIBHIOETHCA 13 30epekeHUM IabioHoOM. SKII0 JaHi MaroTh
JIOCTaTHBO BHUCOKY CTYIiHb MOJIOHOCTI, aJrOPUTM BioOpaxae iHQOpMAIIO MpOo Te, 110
KOpUCTYBau CHpaBXkHii abo KopHucTyBau He crpaBkHid. OCKUIbKH, BaXKO 3aMiHUTH a0o
cKacyBaTH OIOMETpPHYHI JlaHl, BaXJIMBO 3a0e3meyuTH Oe3neky OlOMeTpUYHUX JaHUX
KopucTyBauiB [8, 18], ski BOHM BUKOPUCTOBYIOTh B LIUX CUCTEMaX aBTEHTHU(IKaIlii.

HaiiBaxxnusimumii KJro4 J10 poliecy aBTeHTU(DIKAIIT - 1€ YHIKAJIbHICTh 3aX0/[iB O€3IEKH.

OpepxaHHs BiIOWTKIB TaNbliB CKIAJAalOThCS 3 €TamiB HaBYaHHS Ta JIOKami3allii.
[IpoBOAMTHCS HABUATBLHUN €Tam JJIg CTBOPEHHs 0a3u naHux [9], mo cKIagaeThesi 3 HaOOpy
ornopHux To4ok (RP) 3 Bimomumu koopauHatamu Ta RSS 3 moctymHux Towok goctymy. Ha
eTarri JoKaJTi3allil 3HaX0IUThCS HaOIMbK4a BIIMOBIIHICTh MXK BUMiproBaHuM RSS Ta M, 1110
30epiraeTecsi B 0a3i maHux. ToMy MH BHKOPHCTOBYEMO HEKOHTPOJIHOBAHE HABYAHHS IS
pO3Mi3HaBaHHS BiIOMTKIB MabIIIB.

Hanpuxnan, BigOuTok nanelis, nokazanuii Ha Puc. 2.

Puc. 2. Biobumox I’laJle;;}Z 3 6asu danux NIST Special Database 302
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Ha BinOuTKy MOKHa BUAUTMTH CIICIialbHI OPIEHTUPH JJIs1 OTPUMAHHS puc. 3.

Puc. 3. Biobumok nanvys 3 6UOINEHHAM CReYiaIbHUX ONOPHUX MOYOK. 300padicenHs
cmanosums 800x750 nixcenis i eazoro 585,9 kb.

HABYAHHS BE3 YYUTEJIA

HaBuanns 6e3 yuuTens HaIeXHUTh 10 MPOLECy MOOYA0BU MOIEII MAIIMHHOTO HAaBYAHHS,
sKa HE BUMAarae MO3HAYEHMX HaBUAIbHUX JaHUX. EKCIiepuMeHT HaBYaHHs 0e3 yuuTens y
BUPINICHHI TPOOJIeMU pO3Mi3HABaHHS O0pa3iB MOXHA CQHOPMYIIOBATH SK TPOOIEeMy
KJIacTepHOro aHamizy. BubOipka 00'€kTiB po3aiieHa Ha MiIMHOXKHUHHU, SKI Ha3UBAIOTHCS
KJIaCTepaMH, TaK MI0 KOXKEH KJIacTep CKIANAEThCS 3 MOAIOHMX 00'€KTiB, a 00'€KTH Pi3HUX
KJIACTEepIB CYTTEBO BIiAPI3HAIOTHCA. [HopMmalis mpo IKepeno MpeAcTaBlieHa y BHUIJIISAL
MaTpHIli BiJCTaHi.

ANropuTMH HaBuUaHHS 0€3 yduTeNs HaMararoTbcs MOOYAYBaTH MOJEN, SIKI MOXYTb
3HAXOJUTHU MIATPYNHU B JaHOMY HaOOP1 JaHHUX 3a TOTIOMOTO0 PI3HUX METPHK MOAIOHOCTI.

Posrnsinemo, sk (GOpMyIIO€ThCS HaBUAIbHE 3aBIaHHS, SIKIIO BOHO BHUKOHYETHCS 0e3
yuutens. Komu mu Maemo Habip AaHUX, SKUH HE MOB’S3aHUM 3 SIKUMHCh MITKaMU, MU
BBAYKAEMO, 1110 111 aH1 T€HEPYIOThCS I1]] BIUIMBOM MPUXOBAaHUX 3MIHHHUX, K1 KOHTPOIIIOIOTh iX
po3noaia. Y 1bOMY BHUIIQJKy MPOLEC HABYAHHS MOXKE CJIITyBAaTH MEBHINM i€papXiuHiil cxemi,
BUKOPHCTOBYIOYM OKpPEM1 TOUKH JAHUX Ha rovatkoBomy etami [10].

KITACU®IKALIA JAHUX I3 BUKOPUCTAHHAM METOAY K-CEPEJHIX

Knacrepusanis BUKOPUCTOBYETBCS AJISl aHANII3Y JAaHUX Ta BUAUIEHHS KJIAacTepiB cepen
HUX. BUKOpHCTOBYIOTBCS pi3HI METOIU OAIOHOCTI /ISl MTOIIYKY CKYITU€Hb, TAKHX SIK €BKJIZI0BA
BIJICTaHb, JJI1 BUAUICHHS MIATPYH JaHUX. BukopucroByroun mMipy noAiOHOCTI, MOKHA OLIHUTH
3B’A30K Kiactepa. OTxe, KlacTepHu3allis - 1ie MpoLec opraHizalii JaHuX Yy MiArpynu, eIeMEeHTH
AKHUX MO10H1 MK CO000 3TiAHO 3 AeSIKUMU KpuTepisimu. Harire 3aB1anHs - BUSBUTH IPUXOBaH1
BJIACTUBOCTI TOYOK JIAHUX, SIK1 BU3HAYAIOTh iX MPUHAIEKHICTh A0 OJHIET 1 Ti€l %k miarpynu. He
ICHy€ YHIBEpCAIbHMX METPHUYHUX XapaKTePUCTHK MOAIOHOCTI, K1 mpauoBaid O y BCIiX
Bunaakax. Bece BU3HauaeThes crnenn¢ikoro 3aBaaHHsA. Hampukiaa, HaMm Moxe OYTH LIKaBO
3HAUTH pENpe3eHTATUBHY TOUYKY JaHHUX JUIsI KOKHOI MATPyNH abo HEeBioMOro. 3aJieKHO Bif
CUTYallii MU BUOMpAEMO Ty UM 1HIY METPUKY, Ka, HA Hall MOTJIsI, HAWOUIBII TOBHO MOKa3ye
crieniiky mpooiemu.

Meron K-cepeHix 3HaueHb TaKoX € J0Ope BiJOMHM aNropuTMOM KiacTepu3aii. Moro
BUKOPHUCTAHHA TMependadae, M0 KUIBKICTh KiacTepiB BigoMa 3a3manerinb. Ilotim naHi
CErMEHTYIOThCS Ha K-TIArpyITH, 3aCTOCOBYIOUH Pi3Hi aTpUOYTH JaHUX. AHAJI3 MOYNHAETHCS 13
3aMucy KUTBKOCTI KiacTepiB Ta Kiacuikamii JaHUX HAa OCHOBI IIbOTO. Y I[bOMY QJITOPUTMI
BHOIp MTOYATKOBOTO MICIIS pO3TAITyBaHHS IIEHTPOIAIB BIAIrpae Ay»e BaXKIUBY POJIb, OCKUTBKH
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BiH O€3I10CepeIHBO BIUTMBAE Ha KiHIEB1 pe3yabTaTtu. OHa 3 CTpaTeriil - pO3MICTUTH IICHTPOI !
skoMora Jaii oauH Big omHoro. OCHOBHHUET MeTon K-cepemHix BIAMOBIAa€ BHUIIAIKOBOMY
pO3TallyBaHHIO LIEHTPOIAIB, TOJI K y BJIOCKOHAJIEHIH HaMM Bepcii MAIIMHHOIO HAaBYaHHS
(mMeTox K-cepenHix++) i TOYKH BUOMPAIOTHCS alITOPUTMIYHO 13 BXIZJHOTO CITUCKY TOYOK JIaHHX.
Ha mouaTky mporecy poOUThCs cripoba pO3MICTUTH LIEHTPU CKYIMUEHb Ha BEJWKIN BijCTaHi
OJIMH BiJl OJTHOTO, 100 3a0€3MeYnTH MBUAKY KOHBepreHuiro. [1oTiM BigOyBaeThes iTepartis
HaOOpy HaBYAJBbHUX JAaHUX Ta BJOCKOHAJIEHHS TIIOYAaTKOBOi KJacTepH3amii NUIIXOM
IPUCBOEHHS KOKHOI TOUKM HAWOIMKUOMY LIEHTPY KilacTepa.

SIK paBMIIO, CUCTEMHU MAIIMHHOTO HABYaHHS OYAYIOTHCS HA MOIYJIbHIH OCHOBI.

KoHkpeTHa KiHIIeBa MeTa JOCATAETHCS NMUIIXOM (OpPMYBaHHS BiJITOBIIHUX KOMOIHAIlIN
okpemux moayJiB. bidmioreka Scikit-learn mictuth QyHKIii, 1110 103BOJISFOTH OEAHYBATH Pi3HI
Monyli B €nuHi KoHBeepu. KonBeep mMoxke OyTu copmoBaHUil 3 MOIYMIB, sIKI BUKOHYIOThH
pizHOMaHITHI (QyHKIIi, Taki sk BHOIp (yHKHiH, momepenHs oOpoOka MaHWX, MOOyIOBa
BHITQJIKOBUX JIICIB, KJIaCTEpHU3AIlisl TOIIIO.

3reHepyemMo MO3HAYEHI 3pa3Ky JaHWX IS HaBYAIbHHUX Ta TECTOBUX mpoueciB. Scikit-
learn Bxiitouae BOyJ0BaHy (DyHKIIO A7 1boro. HacTymHuii psiiok KOogy CTBOPIOE 22 TOYKH
JaHUX, KOXHa 3 Akux € 4D-Bekropom (puc. 4). KoxxHa TOuka HaHWX MICTUTH IIICTh
iH(OpMATUBHUX (PYHKIIIH 1 HE MICTUTH JKOJHUX HAUTUIIKOBUX. BUKOPHCTOBYEMO KOHIICTIIIIO
HAMOMMKYMUX CYyCiliB, CyTh SKOI MOJSTae y MOIIYKY THUX TOYOK JaHOro Habopy, sKi
po3TamoBaHi Ha HaWOMWKYiil BijcTaHi Bix manoi. Lled miaxid 4acTo BUKOPUCTOBYETHCS IS
CTBOPEHHSI CHCTEM, sIKi KI1acu(]iKyIOTh TOUKY TaHUX Ha OCHOBI 11 OJIM3BKOCTI IO PI3HUX KJIACiB.
PosrnsiHemMo mpukiaa momyky HalOMmK4YuX CycimiB gaHoi Touku naHux. OOupaemMo 3pa3zox
JIBOBUMIPHHUX TOYOK JAHUX:

[480, 333], [511, 354], [504, 367], [360, 422], [344, 432], [600, 432], [583, 391], [698,
462], [556 , 308],[551, 284], [603, 273], [267, 472], [710, 223], [668, 180], [512, 183], [517,
219], [482, 213], [473, 236], [377, 362], [371, 281], [310, 450], [321, 483]

Hamani Bu3Ha4YMMO KiMBKICTh HAHOMMKYMX CYCiAIB, SIKI 3HAXOASTHCS MOPYY HAIIUX
0COOJIMBHUX TOYOK.

VY mporieci TOBTOpEHHSI OMUCAHUX KPOKiB IIEHTPH CKYITUEHb IMOCTYIIOBO MEPEXOIATh y
cBoi cTabinbHI nojoxeHHs. Ilicis BUKOHAHHS MEBHOI KIJIBKOCTI iTepaliil IeHTpU CKyIMYeHb
nepecTaHyTh 3MinryBaTucs. Lle Bkaxke Ha Te, MO MU JOCSTIIM CTAa0lIBHOTO PO3TAIlyBaHHS
HEeHTpiB kinacTepiB. OTpuMaHi K-IIEHTpOiAM NpeACTaBIsIOTh OCTATOYHY MOJENb K-cepemHix
3HA4YCHb, sIKa Oyae BHUKOpUCTaHA Il BUCHOBKY. [I[060 moOauuTu, SK Mpairoe MeToj
kiactepusanii k-cepenHix, 3acTocyeMo HOro 10 JBOBHUMIPHUX JaHUX. MM BHKOPHCTOBYEMO
JlaH1, BUIEH] K CIIeIialibHI OTIOPHI TOYKH. Y 1IbOMY (haiiyli KO’KEH PSA0K MICTUTH JIBa YKCIIa,
PO3/IiIeH] KOMOIO.

Jpyruii 3HIMOK eKpaHy Mokazye Mexi k-cepenHix (puc. 4).

®
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Puc. 4 Bxioni oani cneyianbHux onopHux moyox 6iomMempuiHo2o 300paxceHHs
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3aBepIiieHHsI OMTUCAHOTO TIEPEITiKY BCIX TOUOK HA0OPY TaHUX 03HAYAE 3aKiHYCHHS MTEPIIOi
itepanii. Ha mpoMy etami TOYKM TIpyNyrOTbCS Ha OCHOBI IOYATKOBHX IOJIOKEHb EHTPIB
ckyrmuenb [11]. Jlami HaM moOTpiOHO TOBTOPHO pO3paxyBaTH IIOJOKEHHS IIEHTPOIIB,
MOYMHAIOYH 3 HOBUX KJIACTEPiB, OTPUMAaHUX B KiHII MepuIoi iteparii. OTpuMaBIIn HOBHI HaOIp
K-11eHTpiB, M IOBTOPIOEMO BeCh mporiec (puc.S). CyiiabHI YOpHI KOJIa MO3HAYAIOTh LEHTPH
CKYITYCHb.
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Puc. 5. Bizyanizayia yenmpie ckynuenv Ha 6iomempuyHomy 300paxceHHi

Knacrepusaris, sk mpaBuiio, CIpsSIMOBaHa Ha TPYIYBaHHS JTAHUX KOHTPOJIBHUX TOUOK y
OGioMeTpUyHI 300pakeHHsI, SIKUMU OOMIHIOIOThCS.

ANTOPUTM CHOPsSMOBAaHMM Ha MIHIMI3alIIO JUCHEpcii BcepeAuHi Kiactepa Ta
MaKCHMi3allilo BHYTPILIHbOI Aucnepcii kiacrepa [12, 24].

Meronuka nependavae BHU3HAUEHHS KUIBKOCTI KJIACTEpPIB 1 BHUIMAJKOBE MPHUCBOEHHS
KJIacTepy LIEHTPOIIB KOXKHOMY KJIacTepy 3 LiIuX HaOopiB panux. Llei kpok - 11e iHiianizanis
KJIACTEPHUX IEHTPOIIiB. BicTaHh MikK KOKHOIO TOUKOIO y IIJIOYHCEIIbHIUX HA00pax JaHUX Ta
KOXKHUM KJIacTepoM BH3HaudaeTbecsi k-cepeanimu. IloTiM 1eHTpoin oOYHCIIOETHCS 32
JIOTIOMOTOI0 METPUKH BijicTaHi (HampUKIAJ, €BKJIijoBa Bijactanw) [13, 25-26]. Hamani ans
KOXKHOI TOYKM JAaHUX BHU3HAYA€ThCAd MIHIMaIbHA BIACTAaHb, 1 I TOYKA NPU3HAYAETHCS
HailOmkyomy Kiactepy. Llel Kpok Ha3MBa€eTHCS IIIBOBUM KJIACTEPOM 1 MOBTOPIOETHCS JIOTH,
MOKU BCl TOYKH JJaHUX He OyayThb NMpU3Ha4YeH1 OJHOMY 3 KiacTepiB. CepeqHe 3HAUEHHS IS
KOXKHOTO KJlacTepa OOYHMCIIOETbCS Ha OCHOBI HAKONMMYEHHUX OajiB y KOXKHOMY KiacTepi Ta
KUIBKOCTI OaJtiB y 1iboMy Kjactepi. [1oTiM 111 iIHCTpYMEHTH IPU3HAUYAIOThCA K HOBUM KjlacTep
HEHTPOiiB, 1 Mpolec MOIIYKY BIJCTaHI MiX KOXXHOIO TOYKOIO Ta HOBHUM IEHTPOiIOM
MOBTOPIOETHCS, JI€ OLIHKHU IEepernpu3HavaroThCs HOBMM HalOmmx4uMm kiactepam. I[Iporec
MOBTOPIOETHCS MPOTATOM (PIKCOBAaHOI KITBKOCTI pa3iB abo 70 THX Mip, OKU TOUYKH B KOXKHOMY
KJIacTepl HE TIEPECTAHYTh PYyXaTUCS IO PI3HUX KJIACTEPIB.

Ili excmepuMeHTabHI pe3yibTaTH TMOKa3yloTh B cepeanbomy 40 kmactepiB 3 800
MOPOXKHIX KJIACTEPIB MiCIs MepIIoi iTeparlii TpaJuLiifHOTO alropuTMY K-cepeIHbOro 3HaYeHHS
13 BUTTAIKOBUMH BUX1THUMHU TOYKaMu. [loanpimmii anami3 mokasye, o OLTbIITICTh MOYaTKOBUX
MOMEHTIB, CTBOpeHux iXx 40 kiacTepamu, MOXOJAATH BiJl KJIACTEPHUX BUKHUIIB. Bumanku
CKYITYEHB HAJIEXKATh JI0 BIAPI3KiB MOCIIIOBHOCTI, IO 3HAXOASATHCS JAIEKO BiJ IICHTPIB.
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BUCHOBKHA

Byno cTBopeHo mo3HaueHi 3pa3ku JaHWX JUIS MPOLIECIiB HABYaHHS Ta TecTyBaHHS. J[is
BCTAHOBJICHHSI OCOOMCTOCTI BUKOPUCTOBYBAJIMCH O10METPHYHI JIaH1 BiMOMTKIB masnbiiiB. HoBe
CKaHyBaHHS BiJIOMTKIB MAJIbIlIB, SIKE HAJCKUTh MEBHIM 0C001, TOPIBHIOETLCS 3 JaHUMH, IO
30epiraroThes I 1i€i 0co0u. SIKI0 BUMIprOBaHHS 301ratoThCs, TBEPKESHHSI PO TE, 110 0co0a
npoiinuia izeHTudikariio, BiAnoBigae QiiCHOCTI.

Ockinbku ayTeHTH(]IKaIis BiAOYBAa€TbCS TOCHTH INBHUJIKO, MOMKIIWBE IIaXpanCTBO 3
NEPCOHATBHUMU TaHUMH. 3JI0BMUCHHUK MOXKE 001iiTH crucTeMy 6i10MeTpu4HOT aBTeHTH]IKAaIi] 1
MIPOJIOBXKYBATH OE3MEPEIIKOHO TpalfoBaTi. BukpaneHi OloMeTpuyHi AaHi B CHUCTEMI €
cKiagHo0 npobiemoro. Ha BingMmiHy Bix mapoiiB abo cMapT-KapT, siKi MO>KHA 3MIHMTH a0o
NIEPEBUIATH, 32 BIJICYyTHOCTI CEPHO3HOIO MEIMYHOTO BTPYYAHHS BiJOUTOK MabIs 3MIHUTH HE
MOYKHA.

[Ticnst TOrO, SIK 3JIOBMHCHHMK YCIIIOIHO CTBOPHB IIi XapPaKTEPUCTHUKH, KIHIEBHUHA
KOPHUCTYBa4 MOBUHEH OyTH MOBHICTIO BIIKIIOYEHHUH BiJl CUCTEMH, 301IbIIYIOYH HMOBIPHICTD
BEJIMYE3HUX PU3HKIB O€3MeKH Ta / ad0 BUTpAT Ha MOBTOPHE BIPOBaKeHHs. CTaTH4Hi Qi3ndHi
XapaKTEPUCTHKH MOXKHA IyOiroBatH 1UppoBUM criocobom. Hampukian, oOnmuyds MoxHa
KOIIIOBaTH 3a JOMOMOrorw ¢ortorpadii, 3ByKy TOJOCYy 3a JOIMOMOTOK 3BYKO3AIHCY Ta
B1JIOMTKIB NAJIBIIIB 32 JIOOMOTOI0 PI3HUX METOJIIB MiAPOOKH.
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DESIGN OF BIOMETRIC PROTECTION AUTHENTIFICATION SYSTEM BASED
ON K-AVERAGE METHOD

Abstract. The method of biometric identification, designed to ensure the protection of confidential
information, is considered. The method of classification of biometric prints by means of machine
learning is offered. One of the variants of the solution of the problem of identification of biometric
images on the basis of the k-means algorithm is given. Marked data samples were created for
learning and testing processes. Biometric fingerprint data were used to establish identity. A new
fingerprint scan that belongs to a particular person is compared to the data stored for that person. If
the measurements match, the statement that the person has been identified is true. Experimental
results indicate that the k-means method is a promising approach to the classification of fingerprints.
The development of biometrics leads to the creation of security systems with a better degree of
recognition and with fewer errors than the security system on traditional media. Machine learning
was performed using a number of samples from a known biometric database, and verification /
testing was performed with samples from the same database that were not included in the training
data set. Biometric fingerprint data based on the freely available NIST Special Database 302 were
used to establish identity, and the learning outcomes were shown. A new fingerprint scan that
belongs to a particular person is compared to the data stored for that person. If the measurements
match, the statement that the person has been identified is true. The machine learning system is built
on a modular basis, by forming combinations of individual modules scikit-learn library in a python
environment.

Key words: fingerprints, biometric images, machine learning
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