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DEVELOPING A METHODOLOGICAL APPROACH TO ASSESSING STATE
INFORMATION SECURITY

Abstract. The article proposes a methodology for assessing the information security of the state.
The object of the study is the information security system of the state. The subject of the study is the
development of a methodical approach to the assessment of information security of the state.
Scope of practical use of research results: It is advisable to use the proposed scientific results in
conducting research and development works on the creation of intelligent systems for collecting,
processing and analyzing information about the state of information security of the state and
developing requirements for hardware and software of this type of systems.

The difference between the proposed method and the known ones, which determines its novelty, lies
in the possibility of:

— identification and qualitative interpretation of threats to information security;

— simulation of scenarios of extreme situations caused by the realization of threats to information
security;

— assessment of risks that have characteristics of several classes and ranking of assets of the
information security system of the state according to their degree of criticality;

- carry out an assessment of the number of critically vulnerable assets of the state information
security system;

- to substantiate the composition and probability of realization of threats to the information security
of the state, capable of causing extreme situations in the information and telecommunications
system;

- conducting an assessment of risks from their implementation in systems of information collection,
processing and transmission.

The application of the proposed methodology allows to automate the process of analyzing threats to
information security and assessing the risks of breaching information security in information
collection, processing and transmission systems.

Keywords: information security, risks, threats to information security.
INTRODUCTION

The object of the research is the system of information security of the state. The subject
of the research is developing a methodological approach to assessing state information security.
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Problem description

The experience of operations (combat operations) of recent years shows the growing role
of information influence measures on the systems of collection, processing and transmission of
special purpose information and decision-making officials.

The specificity of measures to ensure the information security of the state is that, on the
one hand, it is necessary to solve the task of collecting, processing and transmitting information,
and on the other hand, it is necessary to counteract measures of information influence on the
systems of collecting, processing and transmitting information and decision-making officials.

Given this, information attacks have become a real threat and are one of the priority
problems of national security and risk management.

Information security covers all security measures that can be taken to protect against these
impacts. A significant increase in the complexity and intensity of information attacks in recent
years has forced most developed countries to strengthen their defenses and adopt national
information security strategies. Therefore, the problem of ensuring the protection of the
information space in the world is urgent.

In order to develop countermeasures against informational influences on the systems of
collection, processing and transmission of special purpose information and decision-making
officials, the authors propose to develop a methodology for assessing the information security
of the state [1-8].

That is why the purpose of this article should be considered the method of assessing the
information security of the state.

Suggested solution to the problem

The existing approaches to ensuring the information security of the state have the
following disadvantages:

— take into account individual components of the information security of the state;

— not suitable for complex processing of various types of data;

— unable to adapt to new types and types of threats to information security.

Taking into account the above, the purpose of the research is to develop a methodological
approach to assessing state information security.

Research materials and methods

In the course of the research, let’s use:

— classical methods of analysis — to solve the problem of analyzing the conditions and
factors affecting the systems of information security of the state;

— methods of resource optimization — for making management decisions on the
management of the system of information security of the state;

— the theory of artificial intelligence — for processing various types of data in the course
of identification and assessment of challenges and threats to information security of the state.

RESEARCH RESULTS AND DISCUSSION

1. Development of a methodology for assessing the information security of the state

The methodology for assessing the information security of the state consists of the
following main stages (Fig. 1):

1. Input of initial data. At this stage, the initial situation for evaluation and the available
data on the possibilities of information influence are introduced.

2. Analysis of information security threats. In the course of the specified procedure, the
following actions are performed:

1) establishing the context of information threats;
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2) conducting an information security audit, which includes: questionnaires; detection of
information security threats; assessment of assets of information collection, processing and
transmission systems; detection of threats; identification of typical attack vectors and formation
of scenario concepts.

Analysis of threats to information security in the methodology is carried out by comparing
identified threats to information security with threats that are available in the knowledge base.
Also, at this stage, a list of critical assets and identified vulnerabilities corresponding to
information security threats is formed, as well as typical attack vectors representing a chain of
vulnerabilities, threats, and target assets [S—10].

BEGINNING
%
Initial data entry
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threats
2 l
Formation of
scenarios
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Assessment
risks
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Ranking
objects
16
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Fig. 1 Algorithm for the implementation of the methodology for assessing the
information security of the state

On the basis of the obtained result, concepts and connections between them are formed
for the further construction of scenarios. Formally, the initial data of the first stage of
information security threat analysis and risk assessment are represented by formula (1):

P={V,T,A.R}, (1)

102



— KIBEPBE3IEKA: ocsira, HayKa, TexHiKa Ne 4 (20), 2023

= 1 ISSN 2663 - 4023
e

P — attack model represented by a chain of vulnerabilities and threats; V, — identified
vulnerabilities of information collection, processing and transmission systems; T, — threats to

information security; A — target assets of attacks; R} — attack vectors.

3. Formation of scenarios of extreme situations caused by the implementation of
threats to information security.

This procedure is based on system analysis and information security research. As a tool
for scenario analysis of the impact of information threats on the occurrence of extreme
situations, it is proposed to use neurofuzzy models (Fig. 2).

Temporary
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A 4
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classification by v v v
decision | Grade 1 | | Grade 2 | | Grade c1 |
A
Samples without
classification by v v v
decision | Gradel | [ Grade2 | [ Gradec, |
\4
Samples without
classification by v v v
decision | Grade 1 | | Grade 2 | | Grade c« |

v
Empty
plural

Fig. 2 General view of the decision tree of the neurofuzzy model

The architecture of decision trees is implemented using fuzzy "IF-THEN" rules, which
are considered as general building blocks of a decision tree [8].

Decision tree (DT) is one of the most famous methods used to obtain classified data from
large datasets.

There are several reasons for their widespread use:

—in many cases, the accuracy of decision trees is comparable or higher than other
classification models [9];

— most decision trees do not require a large number of parameters for their adjustment in
the DT design [10];

— due to their intuitively attractive topology, the results of classification models are easy
to understand [11, 12].

However, the main drawback of existing neurofuzzy mathematical models and other
methods, which represents the nature of a “black box”, is the complexity of interpreting the
identification model and the lack of providing an understanding (presentation) of the interaction
between technical indicators and fluctuations (changes) in the values of time series.

There are cases in which it is rather difficult to classify an object with one or another
feature with high accuracy. These situations are solved thanks to the possibilities of fuzzy logic,
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when we talk not just about belonging to some class, feature, attribute, but about its degree of
belonging.

The data necessary for the operation of the algorithm should be presented in the form of
a flat table. All information about objects (hereinafter examples) from the subject area should
be described in the form of a finite set of features (hereinafter attributes). Each attribute must
have a discrete or numeric value. The attributes themselves must not vary from instance to
instance, and the number of attributes must be fixed for all instances.

Let T be a given set of examples, where each element of this set is described m attributes.

Number of examples in the plural T will be called the power of this set T|.

Let through {C,C,,..,C,} labeled classes (class label values), then there are 3
situations[3—7]:

1. Plural T has one or more instances belonging to the same class C, . Then the decision
tree for T — this is the letter that defines the class C, ;

2. Plural T does not have a single example, that is, an empty set. Then it is again a letter,
and the class associated with the letter is chosen from another set different from T.

3. Plural T has examples related to different classes. In this case, it is necessary to split
the set T on some subsets.

For this, one of the signs is chosen, which has two or more different values from each

other O,,0,,...,0,. T is divided into subsets T,T,,...,T,, where each subset T, contains all

relevant examples O, for the selected feature. This procedure will continue recursively until

the final set consists of examples belonging to the same class.

The task is to build a hierarchical classification model in the form of a tree from a set of
examples T. The process of building a tree is top-down.

In the first step, there is an empty tree (there is only the root) and the original set T (which
is associated with the root).

Then, as a result of partitioning, n (by the number of attribute values) subsets are obtained
and n descendants of the root are created, each of which is matched with its own subset obtained
by partitioning the set T. This procedure is then applied recursively to all subsets (descendants
of the root) and beyond.

The advantage of this approach is that attribute reuse is not excluded when building a
tree, and any of the attributes can be used an unlimited number of times when building a tree.
Let's have a check X (any attribute can be selected as a check) that accepts n values

AA, LA

The only information available to us is how the classes are distributed over the set T and
its subsets obtained by dividing by X . This is exactly what we use when defining the criterion.

Let Freq(Cj : S) —a set of examples from some set belonging to the same class C;. Then the
probability that an example is randomly selected from the set S will belong to the class C;.
o_ freq(Cj,S).
S|
According to information theory, the amount of information contained in a message
depends on its probability:
1
log,| = |, 3
o2) ®
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Since there is a logarithm with a binary base, expression (3) gives a quantitative estimate
in bits.

« freq(C,,T freq(C,, T
Info(T)=>_ req|(T|J ).log2 req|(T|’ ) (4)

=

get an estimate of the average amount of information needed to determine the class of an
example from a set. The algorithm uses an information-theoretic approach. To choose the most
appropriate attribute, it is suggested to use the following criterion:

H-Info(T;), (5)

KT
Info(T)=>|-
=il

Then the criterion for selecting an attribute will be the following formula:

Gain( X ) = Info(T)— Info, (T). (6)

Criterion (6) is calculated for all attributes. The attribute that maximizes the given
expression is chosen. This attribute will be a check in the current node of the tree, and then
further construction of the tree takes place on this attribute.

That is, the value of this attribute will be checked in the node and further movement along
the tree will take place depending on the experience gained.

Criterion (6) must be maximized. From the properties of entropy, it is known that the
maximum possible value of entropy is reached in the event that all its messages are equally
likely.

In our case, entropy (5) reaches its maximum when the frequency of occurrence of classes
in the examples of the set T is equally probable. It is necessary to choose such an attribute that,
when broken down by it, one of the classes has the highest probability of appearance. This is
possible in the case when entropy (5) will have a minimum value and criterion (6) reaches its
maximum.

In the case of numeric attributes, it is necessary to choose some threshold against which
all values of the attribute should be compared. Let a numeric attribute have a finite number of

values. Let's mark them {V,,V,,...,.V, }.
Let's pre-sort all the values. Then any value between V, and V.

i+l

divides all examples
into two sets: those to the left of this value {V,,V,,...V,}, and those on the right

{\/i+l’\/i+2""’\/i+n} '
As a threshold, it is possible to choose the average between these values V, and V., :
THi — Vi +2Vi+l ) (7)

Thus, the task of finding the threshold is significantly simplified, and let’s bring
everything to consideration n—1 potential threshold values TH,,TH,,TH,,...,TH, ;.

Formulas (4), (5) and (6) are used sequentially for all potential threshold values, and the
one that gives the maximum value according to criterion (6) is chosen among them. This value
is then compared with the values of criterion (6) calculated for other attributes.

If it turns out that among all the attributes, the specified numerical attribute has the
maximum value according to criterion (6), then it is chosen as a check.

4 Assessment of information security breach risks.

The specified procedure is aimed at identifying risks, their qualitative and quantitative
assessment, as well as the ranking of the considered objects according to the established criteria,
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which can be the values of both the integral risk indicator for the object and the indicators of
individual types of risks.

The specified procedure contains recommendations on risk description, qualitative and
quantitative assessment, selection of assessment scales, and facility energy ranking. The
procedure for assessing the risks of breach of information security includes 3 main stages:
description of risks; qualitative and/or quantitative risk assessment; ranking of objects.

5. Ranking of objects in information collection, processing and transmission systems.

Within the framework of the specified technology, objects are ranked in accordance with
the magnitude of risks that may be caused by cybernetic influence, information about which is
included in the database of external and internal threats or factors.

The proposed ranking criterion:

K®={C,R,0}, (7)

K® — significance criterion; C — risk assessment criterion; R — an integral indicator of
the risks of the affected objects; ® — the object is represented by a set of characteristics.

2. Results of the analysis and discussion of the results

Based on the developed approach, the basic architecture of the intelligent system for
information security needs is presented in Fig. 3.

It is based on MySQL database management system, server subsystem and client
subsystem.

Physically, this suite of applications can be hosted on a server under the management of
any server operating system, such as Windows 2016 Server, Ubuntu 18.04 Server, etc.

A service to the
Client Web- [+ ”S’ApaChe’ |  dataserver g DBMS MySQL
interface Nginx node.js Y
(JavaScript)

Fig. 3. Functional scheme of the complex of programs of intellectual system

The basis of the system of storage and accumulation of data in the “Data lake” in physical
form is the MySQL database. The structure of the MySQL database table of information
security consists of the following tables:

tablel contains information obtained from open sources of information. In addition, the
table includes fields to identify the operator that has entered data into the “Data Lake” and
possible conclusions that are drawn by the data user;

the sourcel table contains information on the number and type of information on
resources that are involved in the information security. This information has a personal stamp.
Therefore, the mentioned system should have access to protected information systems, in which
information with the secrecy mark is circulated “secretly” and above;

— the pidrozd table contains fields that allow revealing the belonging of a subdivision to
the group, as well as to specify its geographical coordinates if available. This information has
a secret stamp. Therefore, the mentioned system should have access to protected information
systems, in which information with the secrecy mark is circulated “secretly” and above;

—the user and owner tables are created to separate users and grant them access to the
system and to monitor a specific group of messages.

The proposed method allows:

— to justify the methods of researching the state of the information security system;

—to define and identify challenges and threats to national security;
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— to justify the necessary management decisions in the management of the information
security system.

The advantages of the research include:

— adaptation to new challenges and threats to information security;

— reasonableness of management decisions in the management of the information security
system;

— taking into account different raw data that are different in origin and measurement units;

—analyzing large data sets.

The shortcomings of the research include:

— the need for adequate software to implement possible research methods;

— availability of time to carry out calculations of the state of the information security
system.

It is advisable to implement the specified method in algorithmic and program software
during research of the state of the information security system.

The limitations of this study are:

— the need to have complete initial data for adequate operation of the intelligent system;

— availability of time for system training;

— the need for a sufficient number of training and test samples;

— sufficient computing resources for processing various types of data and training in real
time.

Further improvement of the mentioned approach for an objective and complete approach
should be considered as the direction of further research of the state of the information security
system.

LN\

o=

CONCLUSIONS

1. In the course of the research carried out by the authors, the authors developed a
methodology for assessing the information security of the state.

The difference between the proposed method and the known ones, which determines its
novelty, lies in the possibility of:

— detection and qualitative interpretation of information security threats;

—modeling scenarios of extreme situations caused by the implementation of threats to
information security;

— assessment of risks that have the characteristics of several classes and ranking of assets
of the information security system of the state according to the degree of their criticality;

—carry out an assessment of the number of critically vulnerable assets of the state
information security system;

—to justify the composition and probability of realization of threats to the information
security of the state, capable of causing extreme situations in the information and
telecommunications system;

— conducting an assessment of risks from their implementation in systems of information
collection, processing and transmission.

2. The application of the proposed methodology allows automating the process of
analyzing information security threats and assessing the risks of information security violations
in information collection, processing, and transmission systems.
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PO3POBKA METOJUYHOTI'O MIIXOY 1O OUIHKUA IHOOPMALIIITHOI
BE3NEKH JEPKABHU

AHoTanif. Y crarTi 3anporoHOBAaHO METOAMKY OIIHKHM i1H(opMaiiiHOi Oe3neku lepiKaBu.
O0’ekToM J0CHiDKEHHS € cuctemMa iHpopMaliitHoi 6e3nexu nepxkasu. [IpeameroM nocimkeHHs €
PO3p0o0Ka METOAMYHOTrO MiIXOY A0 OLIHKHU iH(opMaliiiHOT Oe3eKH IepKaBH.

Cdepa npakTHYHOIO BUKOPHUCTAHHS pE3yNbTATiB JIOCHI/DKEHHS: 3alporOHOBaHI HayKOBi
pe3yNbTaTh JOLUIBHO BUKOPHCTOBYBATH IPH MPOBEACHHI JOCIIIHO-KOHCTPYKTOPCHKUX pOOIT 3i
CTBOPEHHSI 1HTEJIEKTyaJlbHUX CHUCTeM 300py, 0OpoOKM Ta aHamizy iHdopMamii mpo craH
iH(popMaIliiHOT Oe3neKu IepKaBU Ta po3pOOKU BUMOT JI0 anapaTHOro 3a0e3NeyeHHst Ta MporpaMHe
3a0e3IeYeHHs IbOTO THITY CUCTEM.

BigMiHHICTE 3aIPOIIOHOBAHOTO CIIOCOOY BiJ BIJIOMHUX, IO BH3HA4Ya€ HOrO HOBH3HY, IOJSATAE B
MOYKJIMBOCTI:

— imeHTudikais Ta SIKiCHa IHTEpIIpeTallis 3arpo3 iHpopMalliliHii Oe3meri;

— MOJICNIIOBAHHS CIICHApIiB EKCTpeMaIbHUX CHTYallild, CIPUYMHEHUX peali3allielo 3arpo3
iH(popMaliiiHiil 6e3merti;

— OLHKA pPH3UWKIB, 10 MAalOTh O3HAKH KUIbKOX KJIACiB, Ta PAH)KyBaHHS aKTHBIB CHCTEMH
iH(popMatiifHOi Oe3neKn AeprkaBh 3a CTYICHEM X KPUTHYHOCTI;

- TIPOBECTH OIIHKY KiJIBKOCTI KPUTUYHO BPA3IMBUX aKTUBIB ACP:KAaBHOI CUCTEMH iH(pOpMAaLiHHOI
Oe3IeKy;

- OOTpYHTYBATH CKJIa]l Ta HMOBIpHICTB peaizallii 3arpo3 inpopmMarniiiHiii Oe3merni gep:kaBu, 3TaTHUX
CTIIPUYMHUTH €KCTPEMaIIbHI CUTYALli] B iH(DOPMAIliiHO-TEeNeKOM yHIKaIliiHIi cucTemi;

- TIPOBE/ICHHS OIIIHKM PHU3HUKIB BiJ iX BIPOBADKEHHS B CHCTeMax 300py, oOpoOku Ta mepemadi
iH(popMarIii.

3acTocyBaHHS 3alpPONOHOBAHOI METOIMKH JO3BOJISIE ABTOMATHU3YBaTH IIPOLIEC aHAJI3y 3arpos
iH(popMariiiHii Ge3meli Ta OiHKY PU3UKIB MOPYIIEHHS iHPOpMaIiifHoi Oe3MeKH B cucTeMax 300py,
00poOKkH Ta mepenadi iHpopmarii.

KurouoBi ciioBa: inpopmamiiina Oe3nexa, pU3HKH, 3arpo3H iHpOpMaIiiHii Oe3merti.
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