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TEXHOJIOT'ISI BLOCKCHAIN SIK CKJIAZTIOBA IH®OOPMAIINHOI BE3ITEKH

AHoTtanig. B crarTi onmcaHo BUKOPHCTaHHS 1H(MOPMAIiHO-TEIEKOMYHIKAiHHUX CHUCTEM B
Jep)KaBHUX 1 [pPUBaTHUX yCTaHOBaX Ta HEAOJNIKM 1O 1oOyaoBu iHdopmauiiiHo-
TENICKOMYHIKallIMHUX CHCTEM 3a NPHHIMIOM JeueHTpaiizanii. [IpoBeaeHo aHami3 ocTaHHIX
JIOCIIIJKEHb Ta MyOJtikalii 3a TeMoto OnokueitH. B po0OoTi onucaHo mpHHIMIT pOOOTH TEXHOJIOTI]
OmokueitH Ta crocoOu, SKUMU OJOKYEHH 3axuinae cebe Bix crpoO BHECEHHS HECAHKIIIOHOBAaHUX
3MIiH YM BUJAJCHHA AaHHX. PO3IJIAHYTO NOLINBHICTH Ta MEPCHEKTHBU BHKOPHCTAHHS TEXHOJOTIT
OmoxueitH B cepi iHPpopmaniitHOi Oe3meKH 3 TOUKH 30pY Tpiadu ceppiciB iH(GopMariitHol 6e3mekn
K KOH(IIEHIIHICTB, IUTICHICT Ta JOCTYIHICTh i 3p00JICHO BUCHOBKH. [3 IIBUIKUM PO3BUTKOM
iH(pOpMaiHHUX TEXHOJOTIH MPOMOPIIIHHO MIBUIKO 30UTBIIYETHCS 1 KINBKICTH ypa3lHWBOCTEH Ta
3arpo3 iH(OopMaIiifHO-TEIIEKOMYHIKAIIITHUX CHCTEM, aJpke OUTBIIICTh IUX CHCTEM MOOyHOBaHA i
Npamioe 3a LEHTPaTi30BaHUM MPUHIMIOM. [IepCIEeKTUBHMM HampsIMKOM Ui TOOYIOBU
iHpOpMaIiHO-TEIEeKOMYHIKAI[IHHUX CHCTEM € BUKOPHCTaHHS NPUHLMITY JIeleHTpaiizauii. Tomy
BOXJIMBUM € aHali3 BUKopuctaHHs TexHojorii Blockchain mis moOynoBu aeneHTpanizoBaHUX
iH(pOpMaIIHHO-TEICKOMYHIKAI[IHHUX CUCTEM 3 TOUKH 30Dy iH(popMaIliiiHoT Oe3neKu.

Karouosi caosa: blockchain; nenenrpanizoBana Mepexa; indopmariiina Ge3nexa

BCTYII

CoorogHi BigOyBaeTbCS MIBUAKUN PO3BUTOK 1H(POPMALiHHO-TEIEKOMYHIKALIMHUX
CHCTEM Ta TEXHOJIOTIH 1 SIK HACHIOK IX HIMPOKE 3aCTOCYBaHHA B Pi3HUX cdepax HisUIbHOCTI
CYCIIJIBCTBA. 3HAYHA KUIbKICTh CYYaCHHUX JEpKaBHUX Ta MPUBATHUX YCTAHOB BUKOPUCTOBYE
1H(pOopMaliifHO-TeIeKOMYHIKALIHI CUCTeMHU JUIsl YOPABIiHHSA BHUPOOHUYMMHU TPOLIECAMH,
HIATPUMKH TPUHHATTA pillleHb, 30epekeHHs Ta 00poOku 1H(popMallii, MOIIYKY HEOOX1THUX
JaHUX Tomo. Maibke BCl Il CHCTEMM MpPALOIOTh 3a MPUHLUIIOM, KOJH YIPABIiHHA
npouecamM BiJIOYBAa€ThCS ILIEHTPAII30BAHO W IMOBHUM KOHTPOJIb HaJ CHCTEMOK MOXHA
3100yTH OTPUMABLIM JIOCTYN JIO0 TOJIOBHOI'O IEHTPAJLHOIO cepBepa. BHaciigok yoro
30UIBIIYETHCS] PU3MK KOMIIPOMEHTALIT BC1€T CUCTEMH, KUIBKICTh ypaznuBocTel Ta 3arpo3 [TC.

IMocTaHoBKa npodiaemMu. Y 3B’S3Ky 3 CYCHUIBHUM 1HTEPECOM 0 TEXHOJIOTIi OJ0KUYeiH
Ta ii aKTUBHMM 3aCTOCYBaHHSM B PI3HUX c(epax, Takux K (piHaAHCH YU OOJNIK, MOCTaE
JIOLITBHUM TPOBECTH aHalli3 e(peKTUBHOCTI 3acTOCyBaHHA OJ0KueiiH B cdepi iHPopmariiitHoi
Oe3nexu

AHani3 ocTaHHix aocaipkenb i mybaikaniii. [lepma poGora Hag naHIIOroM OJIOKIB,
10 3axulleHud KpuntorpadiuHumu ¢yHKIisMu Oyna omucana 1991-ro poxy Crroaprom
XabepoMm Ta Y. Ckorrom CTopHerTor0. BOoHM XOTUIM 3ampoBajuTH CUCTEMY, B SIKIH 4acoBi
MO3HAYKH JOKYMEHTIB HEMOXKJIMBO CIIOTBOPHUTH 4H MomkoauTh. 1992-ro poky baiiep, Xadep
1 CropHeTTa BUKOpUCTATUd B NPOEKTI JAepeBo Mepkia, MO0 MOKPAIIMUIO e(pEeKTUBHICTD,
JTIO3BOJISTFOUN BKJTFOYATH B OJIMH OJIOK JIEKiTbKa JOKYMEHTIB.

© A.B. KynixoBcbkui,2019.
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[Mepmmii BapianT ONoOK4YeliHYy Oyno po3pobIeHO IOAUHOK (200 TPYIOIO JIOACH),
Biomoro sik Caromri Hakamoro 2008-ro poky. Takuii miaxim mo oprasizaiii poOoTH
posnoxineHoro peectpy Hakamorto BTinmuB 2009 poky, po3pOOMBIIM OCHOBHHMU CKIJIQJHHK
KpUIITOBATIOTH Bitcoin, 1e BiH BUCTYyMa€e B pOJIi BIAKPUTOI KHUTH OOIIKY JJIS BCIX TpaH3aKIlii
mepexi[ 1].

VY 2015 poui B xxypHaii The Economist 6yio ony6mikoBaHo cTaTTio «MaliiHa J0BipH»,
B SKIM OIMCaHa MOXJIMBICTH IMOBHOI 3MIHH €KOHOMIKHM 3a JOIOMOIOr OnoK4erlH. OCKIIBKA
caMe I TEXHOJIOTiS cTaja IepIIol, SKa 3MOrjla BHUPIIIUTH MPOOJIeMY TOBIpU MiX
CTOpOoHaMu 0€3 3aJlydeHHS TPETiX 0cid Ta MmocepeaHuKiB[2].

Meta crarTi. Meroto crarri € aHami3 e()EeKTUBHOCTI BHUKOPHUCTAHHS TEXHOJOTII
OmoxueiiH B chepi iHpopMaliitHoi Oe3neku.

2. TEOPETUYHI OCHOBHA JOCJII/JUKEHHSA

Tepmin Blockchain cBo€ro Ha3BOI0 YacTKOBO XapakTepe3ye MPUHIMII pOOOTH camoi
texHoJjorii. «Block» - 1e 610k, «chain» - 1e manioxok. 3 4oro ciiaye, mo Blockchain e
JAHIIOKOK OJIOKiB. AJie HE MPOCTO JIAHIIOKOK. B HhOMY BHUTpHMaHa CTpora MOCHTiIOBHICTH
BH3HAUCHA CKJIAJHUMU KPUNTOrpadhiyHUMH QYHKIIISIMH.

brnoku — me maHi mpo TpaH3akWii, YroAM Ta KOHTPAKTH BCEPEOUHI CHUCTEMH
npencTaBieHi 'y kpuntorpadiuniii ¢opmi. Bei Onoku BuOynyBaHi B JIaHIIOKOK, TOOTO
MOCTIIOBHO TOB’s3aHI MK coOor. [l nonmaBaHHs(3ammcy) HOBOTO OJIOKY HeoOXimHa
MepeBipKa MOCII0BHOCTI MOMEPEaHIX OJIOKIB.

Posrmsiremo po6oty Blockchain 6inbin posropuyto. Koxken 610k abo 3ammc B peectpi
Blockchain MicTuTh OCHOBHY iH(OpMAIlilO, pO3paxOBaHUM BIACHHM Xeml Ta Xeul
nonepenuboro O1oky. HaGip manmx, mo 30epiratoTbesi BCepeIuHI OJOKYy 3alieKaTh Bij
uinboBoro npusHaueHHs Blockchain. Hanpuknan Blockchain OiTkoiH MicTUTh iH(pOpMaLito
Ipo BIANpPaBHMKA, OJEpKyBaya Ta KUIBKICTh NEPEPaXxOBAHUX MOHET. Xell KOXKHOTIO OJIOKY
Oyze yHiKaNmbHEM, fK i JaHi, Mo 36epiraloThcsa BeepeanHi 610Ky. HMoro yHiKaabHiCTh MOXHA
MOPIBHATHA 3 BIMOMTKOM TaibIlsl JIIOAWHU. BHeceHHs Oyap-skuxX 3MiH B OJOK 0apa3y
CIOPUYMHUTH 3MiHY Xemly Oyoka. TpeTiM ereMeHTOM OJOKY € Xell MONEpeAHbOro OJIOKY.
Takum ymHOM (QopmyeThcsi moCHiAOBHICTH OjokiB. Taka wmomens pobuth Blockchain
Oe3MeYHNM.

Posrnsinemo nipukiazn. Ha pucynky 1 300paskeHO MOCTIIOBHICTh 3 TPHOX OJIOKIB.

Genesis block
Hash: 128F l Hash: 6BQ1 ’ Hash: 3H40Q

Previous hash{ 0000 Previous hash: ©_128F Previous hash:. 6BQ1

Puc. 1. [locrioosuicme b610ki6
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Koxxen 6yiok Mae CBiif xem Ta xem monepeanboro 01o0ky. biok 3 Bkasye Ha O5ok 2,
Osiok 2 Ha Omok 1. Ilepmmii 6510k 0cOONMMBHUH, BIH HE MOXKE BKa3aTH Ha IONEPEIHIN OJIOK,
OCKIJIBKM TaKoro He iCHYE, 11el OJIOK Ha3UBa€EThCS genesis OJIOK.

CnpoOyeMo MOPYIIUTH IITIICHICTh T4 HECAHKIIIOHOBAHO BHECTH 3MiHM B OJIOK 2. 3MiHA
HaBiTh OJJHOT'O CUMOBOJIY B JJaHUX OJIOKY 2 TPU3BEE 0 3MIHU HOTO Xelly, 1[0 aBTOMAaTUYHO
MPU3BEJIE 10 3MiH y BCiX HACTYMHHUX OJIOKax 1 3pOOHTH iX HEMIMCHUMHU. AJle BUKOPUCTAHHS
CaMoro XeIIyBaHHS JUIs 3a1100iraHHs CTBOPEHHS MiApo0IeHUX OJI0KIB HEAOCTATHBO.

OO0umCITIOBaIbHI MAIIMHUA ChOTOJTHI MAIOTh BEJIMKI MOTY)KHOCTI Ta MOXYTh pO3paxyBaTH
THUCSYI XeIliB B CEeKyHay. ToMy icHYye BeMKa HMOBIPHICTb MipoOUTH OJIOK Ta mepepaxyBaTu
BC1 HaCTyIHI OJIOKH, 1100 3pOOUTH OJIOKYEHH 3HOBY J1HCHUM.

JI1st TIonepe KeH s TAKUX BUIAJKIB B 6I0KueitH € anroput™ Proof of Work. Moro cyts
MOJIATAE B MOIIYKY Xell (DYHKI1, pe3yibTaT AKOi MOYMHAETHCS 3 IEBHOT KUTBKOCTI HyiB. Lleit
MEXaHi3M CIOBUIFHIOE CTBOPEHHSI HOBHX OJIOKIB Ta 3axumae Bix DDoS atak. Y Bumanky 3
01TKOTH MOTPiOHO 6M3bK0 10 XBUIIMH ISl pO3PaxXyHKY HOBOTO OJIOKY Ta J0JlaBaHHS HOTO B
3arajgbHy IMOCTIIOBHICTE OJOKIB Mepexi. Proof of Work 3HauHO ycKinagHIOE MOXIHMBICTH
migpoOKu OJOKiIB, OCKUIBKY MiAPOOUBIIN OJUH OJIOK, BCl HACTYMHI OJIOKU TaKOXX HEOOXiTHO
nepepaxyBati uyepe3 Proof of Work. CrinbHe BUKOPHUCTaHHS IIbOTO MEXaHI3My pa3oM 3
xemaMu OJIOKiB ckiiafae ocHOBY Oe3neku Blockchain.

€ me omuu cnoci0, sxkuM Blockchain 3axumae cebe i me aemnenTpamizaiis. 3amicTb
BUKOPHUCTAHHS LEHTPANi30BaHOTO O0’€KTY IJIsl YIPABIiHHSA BCI€I0 TMOCIHIJOBHICTIO, KOXKEH
BY30J] Ma€ CBOIO KOIIIO PEECTPY Ta BHUKOPHCTOBYE OIHOPAHTOBY MEPEXKY IS 3B’SI3KY 3
IHIIMMU By3J1aMH. Byab-XTO MOKe NpUETHATUCH A0 MEPEXi, OTPUMATH IIOBHY KOIIIIO PEECTPY
Ta MPUIMATH Y9acTh B MEPEBIpIIi BaiTHOCTI OCTITOBHOCTI O110KiB. Ilicist cCTBOpeHHSI HOBOTO
OJIOKY BIH BIAMPaBISETHCS BCIM MIAKIIOYEHUM A0 MEpeXi By3jaMm Uil MEPEeBIpKHU Xelly
(cripaBxkHOCTI OJ10KY). SKIIO MepeBipKy MpPOiIEHO, KOXKEH BY30J1 J10JIa€ HOBUN OJIOK B CBOIO
komito Blockchain. Bci By3nu nocsraroTb KOHCEHCYCY, MOTOKYIOUHCHh 3 THUM, SIKI OJOKH
BaJIi/iH1, a K1 Hi. @anbcudikoBani 0710k Oy1yTh BIAXUIIEH] IHIIMMHU By3JamMu Mepexi. Tomy,
o6 ycmimHo danbcudikyBaTi OJ0K B ONOKUYEiH, HEOOXITHO MepepaxyBaTH HOro Xemr Ta
XelIll BCiX HAaCTYyMHUX 0JI0KIB uepe3 anroput™ Proof of Work, a Takox MaTu goctymn OiabIl sk
10 50% By311iB Mepexi, 1110 MPAKTUYHO HEMOXKIIUBO.

3a npunnmnom cBoei podoTu Blockchain Bonosie Takumu nepeBaraMu sK:

* JleuenTpanizanis. BincyTHilt ronoBHHMIl cepBep 30epiraHHs naHux. Bci 3ammcu
30epiraloThCs y KO)KHOTO yJYaCHUKa MEPExI.

* [Ipo3opicte poboTH. Bynb-XTO 3 y4acHUKIB MOXe HEpeBIpUTH BCl TpaH3aklii, L0
MIPOXOSITH B CUCTEMI

* besneunicte. Bei onepariii HaiiiHO 3axuiieHi KpunrorpadiyHUMU GYHKIIIMA

* Haniiinicte. Bynp-sika cnpoba BHECTM HECAHKI[IOHOBaHI 3MIHM OyAe BlAXWJIEHA
IHIIIMMHU YYaCHUKAMH MEpexi.

PE3YJBbBTATHU JOCIIKEHHSA

Mepexka OnokueitH A00pe CHpaBisieTbes 13 3a0€3MeYeHHSIM 30€peXeHHs IUTICHOCTI
JaHWX. 32 paxyHOK ICHYBaHHsI 0aratbox KOIii 0a3u JaHWUX Ta BHECEHHs 3MiH JI0 HEl JIHIIIe
micJis MATBEP/XKEHHS MPAaBUIBHOCTI 1H(POpMAaLi IHIMMMHA yYaCHUKaMH Mepexi, iHpopmMarlis
3aJIAIIACTLCS 3aXUIIEHOIO Bl HAaBMUCHOI, HECAHKI[IOHOBAHOI a00 BUMAIKOBOI 3MIHH, a TAKOXK
Oyab-SKHUX 3MiH B Ipolieci 30epiranHs o0podku abo nepenadi. [npopmariito crae HEMOKIMBO
3MIHUTH Yepe3 TEeXHIuH1 3001 B poOOTI By3sia Mepexi abo uepe3 JOJAChKUN (PaKTop, OCKIIbKU
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MiATBEPKCHHS Omepaiiii BiIOyBaeTbCs 3aBIASKUA CKIATHUM MaTeMAaTUYHUM (QYHKIsSM. Sk
HACTIA0K 1H(OpMAIIis 3aIHIIAETHCS HE3MIHHOIO Ta KOPEKTHOK. 3a0e3eueHHs IIi€i Kateropii
iH(popMamiifHoi Oe3MeKr Aa€ MOXKJIHMBICTh CTaOUIBHOTO MPOBEACHHS Omepariil, TpuiHATTA
MPaBUJIBHUX DINICHh Ta MOMJIMBICTh 30€pPErTH JaHi B TOMY BHUIJIAI, B SKOMY BOHU OyiH
CTBOPEHI.

BiamoBimiHO 10 TNPUHIUIY JOCTYMHOCTI iHQopMaliss Mae OyTH JIOCTYITHOKO
aBTOPH30BaHUM Oco0aM B MOTPIOHMK MOMEHT yacy. B mepexi OMOKYeHH KOXXEH Yy4acHHK
BBa)KA€THCSI ABTOPU30BAHMM Ta B OY/Ib-SKHMH MOMEHT MOXKE 3YMTATH YW 3aIMCaTH JlaHi Ta
npuiiMaTH yyacTb y Bepu]ikalii TaHux, sKi J0JAI0Th 1HII Y9aCHUKH.

Koudigenmiitnicte iHGOpMAaIIil q0CITa€ThCS HATAHHSAM MOMKJIUBOCTI JIOCTYITY 10 HeEi 3
HAalMEHIIIMMU TIPUBITIESIMH, TOOTO aBTOpH30BaHa 0c00a MOBUHHA MATH JOCTYI TUIBKU J0 TUX
JIAHMX, SIKI BU3HAYCHI JUIs HEl mpaBaMu A0cTyny. KokKeH ydacHHK MepeXi MOXKe OTpUMAaTH
MOBHY KOMi0 0a3M JaHWX Ha CBiM MPUCTPiil Ta Mpo4yWTaTH B Hill BCi AaHi, M0 B OCHOBI
CyNepeunuTh MPUHIMIY KOHGIASHIIHHOCTI AaHux. 30epiraHHs JaHUX B OJIOKYeliH B
3amu(pOBAaHOMY BHIJIAI B OCHOBI HE BUPIMUTH MpoOiIeMy KOH(IAESHIIHHOCTI, OCKIJIBKU B
OLTBIIOCTI BUMAJAKIB KOH(IAEHIIIIHI JaHi 3 4yacOM HE BTpPAvyarOTh CBO€I aKTyaJbHOCTI, fIK,
HAIIPHUKJIA]], IICPCOHANBHI IaHi. A po3mupyBaHHS OTPUMAHUX JAaHUX CTA€ MUTAHHAM 4acy Ta
3aJIOKUTh BiJl OOYMCIIIOBAILHUX MOTY)KHOCTEH 3JI0BMUCHHKA, KU HAMAara€ThCsl OTPUMATH
JOCTYT 110 iH(OopMarIii.

5. BUCHOBKMU TA NEPCIIEKTUBU TOJAJBIIUX JOCJTIIKEHDb

B pesymbraTi mpoBeIEHOTO aHaNli3y MOKHA 3pOOWUTH BHCHOBOK, IO 33 IPUHIIMIIOM
cBO€l poOOTH OJIOKYEHH 3 BHUCOKOIO HAMIMHICTIO MOXXHA BUKOPHCTOBYBATH IJiA MOOYIOBH
1H(hOpMaLIfHO-TEIEKOMYHIKAI[ITHUX CUCTEM, SIKI MpU3HA4YeH1 Juisi 0OpoOKH Ta 30epeKeHHs
BIIKPUTUX JIaHUX 3 METOI0 3a0e3MedeHHs iX IUTICHOCTI Ta AOCTYMHOCTi. BukopucroByBatu
0JIOKYEIH B 3aralbHOMY BUTIJIAIL U1l 30epiraHHs Ta oOpoOKK KOH(INEHUINHUX JaHUX HE €
JOLITBHUM, OCKUIBKH OYAb-XTO 3MOK€ OTPHUMATH AOCTYH 10 KOH(DINEHIIMHUX NaHUX, SKI
30epiraroThCs y BIIKpUTIH 0a3i OJI0KUYEHH.
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BLOCKCHAIN AS A COMPONENT OF INFORMATION SECURITY

Abstract. The article describes the use of information and telecommunication systems in public
and private institutions and disadvantages for the construction of information and
telecommunication systems for decentralization. The analysis of recent researches and publications
on the subject of the block is conducted. The paper describes the principle of the technology, the
block and the ways in which a block protects itself from attempting to make unauthorized changes
or deletion of data. The expediency and perspectives of using information security technologies
from the point of view of the triad of information security services as confidentiality, integrity and
accessibility are considered. The rapid development of information technology is expected to
rapidly increase and increase, and also threatens the information and telecommunication systems
that have most of these systems. A promising direction for the construction of information and
telecommunication systems is the use of decentralization. Therefore, it is important to analyze the
use of Blockchain technology for the construction of decentralized information and
telecommunication systems in terms of information security.

Keywords blockchain; decentralized network; informational security.
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