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SECURITY FRAMEWORK FOR CYBER-PHYSICAL SMART
PARKING SYSTEMS WITH AUTOMATED LICENSE PLATE RECOGNITION

Abstract. Smart parking systems with automated license plate recognition (ALPR) are getting more
popular in cities, but they have serious cybersecurity problems. This study analyzes security threats in
smart parking infrastructure and offers ways to reduce them via vulnerability assessments and
improved security designs. We analyzed various attacks such as protocol exploits and data interception
risks in cyber-physical parking systems. Our research studies RTSP camera communication
vulnerabilities, REST API security problems, and cloud service integration risks in license number
recognition systems using computer vision technologies. Our approach includes vulnerability testing,
threat modeling with STRIDE framework, penetration testing, and security analysis. We studied
problems of RTSP camera protocol, HTTP/HTTPS communications, Laravel REST API setup, and
Google Cloud Vision API integration. Results show that smart parking systems may have data
interception risks, unauthorized access, API security problems and system integrity threats, which need
multi-layered security approaches. We designed a cyber-physical parking system prototype with
improved security measures in all components. The prototype has good license plate recognition
accuracy while applying security methods without major performance reduction. Important security
factors include secure communication protocols, encrypted transmission of data, authentication
frameworks, input validation, rate limiting, and logging systems. This research helps to understand
cybersecurity facets in loT-based parking systems and offers methods for secure automated vehicle
recognition setup in smart cities. This work is truly relevant for Ukrainian smart city projects, showing
methodology applicable by IT companies for critical infrastructure protection.

Keywords: cybersecurity; cyber-physical systems; smart parking; automated license plate
recognition; computer vision; 10T security; threat modeling; vulnerability assessment.

INTRODUCTION

Nowadays, urban infrastructure depends heavily on cyber-physical systems (CPS) that
connect physical processes with computational elements through networked communication
systems. Smart parking systems represent a critical area where cybersecurity becomes important —
considering how sensitive vehicle identification data is and potential system abuse [14], [16], [17].
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When automated license plate recognition (ALPR) technology is integrated with parking
management systems, new attack surfaces appear that require thorough security analysis.

This research becomes relevant for Ukrainian smart city development projects. Critical
infrastructure and cybersecurity have become a national priority during wartime conditions.
Ukrainian cities actively apply digital transformation projects, including smart parking
solutions. This makes setting up strong security frameworks from early deployment stages
essential. Protecting civilian infrastructure systems such as transportation and parking
management contributes to overall national cybersecurity strength.

Current smart parking systems often value functionality more than security factors,
creating vulnerabilities that malicious actors can exploit. These vulnerabilities enable
unauthorized access to vehicle data, manipulation of parking information, or complete system
operation disruption. The combination of 10T devices, computer vision systems, and cloud-
based services in smart parking architecture requires a serious cybersecurity approach
addressing security measures.

Problem statement. This research is mainly related to the cybersecurity of smart parking
systems and how to make efficient and secure infrastructure of these systems.

Analysis of recent research and publications. Looking at recent cybersecurity work on
autonomous and connected vehicles, there’s clearly growing worry about smart city
infrastructure vulnerabilities [4]-[6]. Smart parking systems face unique security challenges —
researchers have noted this is because of their distributed nature and how they depend on
multiple communication protocols [7]-[10]. The problem is that systems often focus on making
things work better while overlooking critical protection aspects.

Take Radiuk et al. [1] — they showed how well convolutional neural networks work for
parking slot detection but completely missed data processing protection effects. It’s the same
story with automated license plate recognition studies [9], [10]. They focus mostly on accuracy
improvements without thinking about cybersecurity — which is bad when you consider how
sensitive license plate data is.

Earlier 10T protection framework research [31] gives us basic principles for securing
networked infrastructures. But specialized approaches for parking facilities? Still not much
there. Computer vision API integration [15] in smart parking brings additional concerns that
need dedicated analysis [26]-[28]. This gap between making things work and making them
secure keeps showing up in the literature.

Article aims. What we want to do in this research is develop and analyze cybersecurity
measures for cyber-physical smart parking systems with automated license plate recognition.
We are focusing on threat modeling, vulnerability assessment, and secure architecture design.
Basically, we want to bridge that gap between making things work and making them secure in
smart parking infrastructure.

THEORETICAL FOUNDATIONS OF RESEARCH

Cyber-physical systems in smart parking infrastructure bring together physical sensors,
cameras, and actuators with computational processing and network communication capabilities
[13]. When you’re designing secure CPS, the theoretical foundations rely on defense-in-depth
principles — multiple security layers that provide complete protection against different attack
vectors. This makes sense because no single security measure will be enough in complex,
interconnected systems.
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Security assessment frameworks for CPS environments usually use risk analysis methods.
They consider system components, potential vulnerabilities, and threat scenarios [29], [30]. A
systematic approach means identifying critical system components S = {s4,S»,...,Sn} and
potential vulnerabilities V = {v4,v,,..., vn}. Where components and vulnerabilities intersect,
you get a risk matrix that guides security setup priorities.

You can formulate risk assessment mathematically:

R = Y Y7L P(ils) x I(v)) X L(sy) 1)

R represents overall system risk, P(v|s;) is the probability of vulnerability v; being
exploited given system component s;, I(v;) represents impact severity of vulnerability v;, and
L(s;) indicates likelihood of component s; being targeted.

Security effectiveness evaluation happens through complete testing and analysis of
applied countermeasures. You can measure effectiveness like this:

E=1-[150 - E) 2

Where E stands for overall security effectiveness and E; is effectiveness of individual
security control i across k total controls.

RESEARCH METHODOLOGY

Our research approach includes assessing vulnerabilities, modeling threats, and designing
protection architecture for smart parking infrastructures. The experimental setup uses a new
cyber-physical parking facility with multiple components that need evaluation.

Firstly, we need to do a network infrastructure analysis. We examine RTSP camera
protocols, HTTP/HTTPS communications, and APIs. This analysis will show weak points in
the communication system that could allow unauthorized access or data interception.

Threat modeling is the second component. We use the STRIDE method to find potential
attack vectors. This means that we examine Spoofing, Tampering, Repudiation, Information
Disclosure, Denial of Service, and Elevation of Privilege threats in all components.

Thirdly, we do vulnerability testing. Penetration testing of interfaces includes camera
access points, server APIs, and client applications [28]. This testing finds problems that a
theoretical analysis might miss.

Finally, we’ll determine the method of calculating metrics. We can use mathematical
models to measure how well protection improvements work.

The experimental environment has a Hikvision DS-2CD1021-1 camera [18], a Laravel
REST API server [19], [21], and React Native mobile client [22], [23]. Each part of the system
was tested on its own and as part of the whole to find problems that were either separate or
affected the entire system.

Research was done at Khmelnytskyi National University using commonly available
technologies and cloud services.

Fig. 1 shows the system architecture — how hardware components (CCTV camera),
software components (Laravel REST API, Python OpenCV API), and client applications (React
Native mobile app, web browser interface) interact. Each interaction point can be a potential
attack surface that needs security consideration.
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Fig. 1. Cyber-physical smart parking system architecture with ALPR capabilities

RESEARCH RESULTS

Security assessment of smart parking components

When we tested our cyber-physical smart parking system, we found several security
factors in different system layers. Each layer of the system has unique vulnerabilities that need
right security measures.

Looking at component interaction diagram (Fig. 2), we can see multiple communication
endpoints that need security evaluation. HTTP connections between web/mobile clients and
server hosting environments are especially important. The complexity of multi-component
interaction in our system increases potential attack surfaces exponentially.
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Fig. 2. Component interaction diagram
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Camera network layer security

Usually, we use RTSP (Real-Time Streaming Protocol) for accessing camera feed. RTSP
communications are significantly risky because of protocol characteristics. When we analyzed
camera authentication methods, we found that default credentials and unencrypted data
transmission create exploitable vulnerabilities. Many smart parking setups just don’t bother
changing default camera credentials — this creates easily exploitable entry points.

RTSP using devices must have strong authentication and encrypted data transfer to

prevent unrestricted camera feed access. We can calculate the probability of unauthorized RTSP
access like this:

P(UA) = f(P(DC),P(NA),P(PE)) (3)
Where P(DC) stands for probability of default credentials being unchanged, P(NA)
indicates network accessibility probability, and P(PE) is protocol-level exploit probability.
Relation f needs to be figured out experimentally. Studies show that loT systems with cameras
often keep default credentials, creating major vulnerabilities [11], [12].

API protection factors

We tested REST API setup using Laravel framework [19]-[21] for common web
application issues. Our results show multiple vulnerability categories that need attention.

One of the most common measures that is used in these types of systems is token-based
authentication. These tokens with strong encryption [25] provide secure session management
while preventing unrestricted access. Developers need to carefully implement token generation,
validation, and expiration policies.

We can’t neglect input validation for image data. Processing this data prevents injection
attacks and abuse. Validation includes file type verification, size limits, content analysis, and
malware scanning. Sure, we know that data should be coming only from our local requests, but
this can’t be ignored if there is even the smallest possibility of something going wrong.

Rate limiting factors for external API calls of Google Cloud Vision API [15], [24] prevent
denial-of-service attacks and excessive resource consumption.

These measures together provide serious protection against most common web
application threats. We can determine combined effectiveness using standard evaluation
method:

CE=1 - [IL,( - IE) (4)

where IE; is individual effectiveness of measure i.

Following established guidelines like OWASP recommendations [31] can greatly
improve API protection posture. But generic recommendations need adaptation to specific
smart parking needs.

Data processing protection

Google Cloud Vision API integration brings factors related to external service
dependencies. Data processing protection means careful attention to data transmission, storage,
and processing practices to minimize potential exposure risks. License plate data sensitivity
needs particular attention to privacy and protection factors.

The image processing workflow (Fig. 3) shows data flow from clients through all system
parts, including external API processing. Each stage has potential security problems that need
specific protection measures. Data exposure risk increases at each processing stage, especially
during external APl communication.
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Fig. 3. Image processing workflow for automated license plate recognition system

Secure data transfer protocols and encryption standards are the main tools for protecting
sensitive data during processing and transmission. We can determine data protection
effectiveness through risk evaluation methods that consider exposure factors and processing
complexity:

PrE = f (DER,PS,ES) (5)
which is a formal signature description of relation between security context of system and
its protection. Effective protection depends on minimizing data exposure risks (DER) across
multiple processing stages (PS) while maintaining strong encryption standards (ES).

Network protection factors

Configuring a secure environment for accessing camera can greatly reduce RTSP
vulnerability exposure. Virtual private networking and encrypted tunneling are perfect
approaches for this task. Network segmentation (like DMZ) isolates camera traffic from other
components, limiting potential attack spread.

We can calculate the network security factor for network-level protections:

NSF = 1 — (P(NI) x P(PE)) (6)

where P(NI) stands for probability of successful network interception and P(PE) indicates
protocol-level abuse probability. Research shows that encrypted VPN tunnels and secured
RTSP setups greatly reduce these vulnerability probabilities [29].

Data protection strategies

Data transfer protocols should encrypt license number (and other sensitive data) using
algorithms like AES with appropriate key lengths. This measure includes cryptographically
secure key generation, data integrity verification methods, and following proper key
management practices.
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Specifically, AES-256 encryption with responsibly managed keys provides strong data
protection. Key rotation policies are needed to ensure security even if individual keys get
compromised. We can evaluate data protection strength like this:

DPS = f(ES,KMQ) (7
where ES is strength of encryption algorithm and KMQ is a quality of key management.
World-wide standards also recommend AES-256 encryption for sensitive data protection.

Performance factors

Protection enhancements usually affect performance — you need careful balance between
defense and functionality. Performance factors must be checked in multiple areas:

Processing latency goes up because of encryption overhead. Protection setups generally
introduce additional processing delays that must be considered in design.

License number recognition accuracy must stay at prominent levels despite protective
measures. Computer vision should not experience performance variations when protection
protocols are applied — the only one concern is decrypting image data.

Resource usage increases because of more processing needs for protective functions. It
must be accounted for protection overhead in CPU and memory consumption.

Experimental setup observations

Our secure cyber-physical parking prototype shows several key capabilities. License
number recognition maintains acceptable accuracy with active protection protocols. Results
suggest that protective measures can successfully be integrated while preserving functional
performance within acceptable ranges.

Testing shows that concurrent protective measure operation is achievable with proper
design. System monitoring applies complete logging and capabilities that provide status
information and threat detection.

The system achieves reliable productivity with protective measures enabled. Availability
stays high during protection-enhanced operation.

Experience provides insights into practical factors for balancing protection needs with
performance and functionality. The prototype shows that complete protection setup can be
implemented in smart parking infrastructures when professionally designed and applied.

CONCLUSIONS AND FUTURE RESEARCH PROSPECTS

This research provides complete analysis of cybersecurity factors in cyber-physical smart
parking systems with automated license plate recognition capabilities. Our study shows that smart
parking setups face various security challenges requiring multifaceted security approaches.

The proposed security-conscious framework addresses vulnerabilities across network,
application, and data protection layers while maintaining system functionality. Our setup proves
that security measures can integrate into smart parking systems with careful attention to
performance factors.

The practical contribution includes a security-conscious system architecture that
addresses common vulnerabilities in smart parking setups. Research experience provides
insights into balancing security needs with operational functionality. Vulnerability assessment
methods provide systematic approaches for security improvement in similar systems.

Possible prospects for further research include direct applications like Ukrainian IT
companies implementing the security framework in smart parking solution, educational
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institutions integrating methodology into cybersecurity curricula, as well as local authorities
benefit from established security requirements for smart parkings.

Key areas requiring further investigation include advanced threat modeling for computer

vision systems, distributed security architectures for smart city infrastructure. Additionally, we
should consider developing cybersecurity frameworks specifically adapted for Ukrainian post-
war infrastructure reconstruction as it is critical research direction already.

The established methodology is not limited only to parking systems, but it can be

extended to other cyber-physical infrastructure components, supporting comprehensive
cybersecurity strategy development for smart city initiatives and digital transformation projects.
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CUCTEMA BE3IEKHU JUIA KIBEP-®I3BUYHUX PO3YMHUX CUCTEM
ITAPKYBAHHSA 3 ABTOMATUYHUM PO3IIIBHABAHHAM HOMEPHUX 3HAKIB

AHoTauis. Po3yMHI crucTeMy mapKyBaHHS 3 aBTOMaTUIHIM PO3Ii3HABaHHAM HOMepHUX 3HakiB (ALPR)
CTaIOTh BCE OUIBII MOIYJIPHAMH B MiCTaX, ajie BOHH MAarOTh Ceplio3Hi mpobiemu 3 KibepOesmekoro. Y
BOMY JIOCITI/DKEHHI TPOAHATI30BAaHO 3arpo3u Oe3reri B iHPPacTpyKTypi pO3yMHOTo MapKyBaHHS Ta
3aIIPOIIOHOBAHO HIIAXM X 3MEHIICHHS 3a JONOMOTOI0 OLIHKM BPA3IMBOCTEH Ta BIOCKOHAICHHS
3aiiHy Oe3nekn. MU TpoaHai3yBalld pi3HI aTakW, TaKi SK BPa3JIHBOCTI MPOTOKONIB Ta PU3UKH
MepeXOIUIeHHs JIaHuX y KiOepdi3uyHUX cHcTeMax MapKyBaHHs. MM BUBYaEMO BPa3JIMBOCTI 3B’SI3KY 3
kamepamu RTSP, npo6siemu 6e3neku REST API Ta pusuku iHTerpaiiii XMapHUX CEpBICIB y CHCTeMax
pO3Mi3HaBaHHS HOMEPHUX 3HAKIB 3 BUKOPHCTAHHSIM TEXHOJIOTI KOMIT'I0TepHOro 3opy. Hamr minxin
BKJIIOYA€E TECTyBaHHS BPa3IMBOCTEH, MOJENIOBaHHS 3arpo3 3a Joromoroio ¢peiimBopky STRIDE,
TECTyBaHHs Ha NMPOHHMKHEHHS Ta aHami3 Oe3nekn. My BUBUMIM npoOieMu mpotokony kamep RTSP,
HTTP/HTTPS-3’ennans, natamrysautst REST API Laravel ta interpamnii API Google Cloud Vision.
Pe3ynbrarti oKasyoTh, 110 PO3yMHI CHCTEMH MTapKyBaHHSI MOXYTh MaTH PH3UKH IEPEXOTIJICHHS TaHHX,
HECaHKI[IOHOBAHOTO JOCTYIy, mpoOmemu 3 Oesnekoro APl Ta 3arpo3w HiNICHOCTI CHCTEMH, SIKi
MOTPeOYIOTh OaraTopiBHEBUX IMIIXOIIB A0 Oe3nekn. MU po3poOrIIH MPOTOTHIT Kibep-(pi3HIHOi cHCTeMU
MapKyBaHHsI 3 MOKPAIICHUMH 3aX0aMH1 O€3MIeKH y BCIX KOMITOHEeHTax. [IpoToTHIT Mae XopoIiy TOUHICTh
pO3MI3HABaHHA HOMEPHMX 3HAKiB IIPH 3aCTOCYBaHHI METOAIB Oe3neku Oe3 3HAuHOro 3HIDKEHHS
HPOAYKTUBHOCTI. BasknuBnMu akropamu OGesneku € 3aXHIIeHi MPOTOKONM 3B’S3Ky, 3alndpoBaHa
nepenada JaHUX, CUCTEMH aBTeHTH(IKarli, Bamimarii BXiTHUX JaHUX, OOMEKEHHs IIBHUAKOCTI Ta
cucremu peectpartii. Ile mocmipkeHHS aomoMarae 3pO3yMiTH acHeKTH KioepOe3nmekn B chcTeMax
MapKyBaHHS Ha OCHOBI [HTepHETy pedeld 1 TPOMOHYE METOAW OE3MEeYHOro HalaIlTyBaHHS
aBTOMATUYHOTO PO3Mi3HABAHHS TPAaHCIIOPTHUX 3aco0iB y po3yMHHX MictaxX. Lls poborta miiicHO
aKTyaJdbHa ISl YKPaiHCBKMX TPOEKTIB PO3YMHHX MICT, OCKUIBKH JEMOHCTPYE METOJONIOTIIO, SIKY
3acTocoByIOTh I T-KOMNaHii 115 3aXUCTy KPUTHYHO BasKIIMBOI iIHPpacTpyKTypH.

KoarouoBi ciaoBa: xibepOesneka; xibep¢iznuHi cucTeMH; pO3yMHE NAapKyBaHHS; aBTOMATHYHE
po3Ii3HaBaHHS HOMEPHHX 3HaKiB; KOMII'IOTepHHH 3ip; Oe3meka IHTepHETYy pedeil; MOIEIIOBaHHS
3arpos; OLiHKa BPa3JIHBOCTI.
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