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t

t  CYYACHI BUKJIUKHU KIBEP3JIOYNHHOCTI TA POJIb HAIIIOHAJIBHOI

p HOJIII YKPATHH Y IX TOJOJIAHHI

S

: AHoTanis. Po3risHyTO CydacHi BUKJIMKH KiOEP3IIOUMHHOCTI B yMOBaX HMU(POBi3allii Ta BOEHHOTO

/ crany B YkpaiHi. OKpeclieHO OCHOBHI 3arpo3u: ()illIMHT, collialibHa IHKEHEepis, aTaKh Ha KPUTHUHY

/ inppactpykTypy, deepfake-texnosorii. IIpoananizoBaHo poss HarionansHoi mominii Ykpainu y

0 npoTuii Kibep3arpo3am, 30Kpema JiUTBHICT KiOepIiaApOo3aiiaiB, BIPOBAKCHHS TEXHOJOTIH

r OSINT, mu¢ppoBux miathop™, iHbOpMANIHHUX KaMIaHid. Bu3HaueHO OCHOBHI MpPOOJIEMU:
KaJpOBUH JediuuT, TeXHIYHA 3acTapilicTh, BIJCYTHICTb YHiikoBaHMX MeToauK. Y QiHai

F 3aIpPOIIOHOBAHO NUISIXU YJIOCKOHAJIEHHSI CUCTeMH KibepOesneku. Po3risiHyTo 101aTKOBI BUKIIUKH,

! 3 SIKUMH JOBOAMTBHCS 3yCTpidaTHCs MPABOOXOPOHISIM, Ta sIKi CydacHi METOANW BUKOPHUCTOBYIOTBH

d KiGep3n0uuHIIi.

o Karwuosi ciaoBa: kibep3mounuHicTh; HamionansHa momimis Ykpaiam; ¢immar; OSINT; mudposa

r Oe3neka; kpuTHIHA iHPpacTpykTypa; deepfake.

g

/ BCTYII

0 . : : A

0 Po3BuTtok HI/I(I)I)OBI/IX TEXHOJIOI'U BIIKPHUIIN 0e3MeXHI MOKIUBOCTI JJI1 KOMYHIKaIIll1,

BeleHHs Oi3Hecy Ta ynpapiiHHsA. BoaHOYac BOHM MOPOAMIM HOBi ()OPMH KPHUMIHAILHOI
JIATBHOCTI, SIKi MaIOTh 3[JaTHICTh 3aBJaBaTH MIKOAY HAa BEIMKOMY MacmTali 13 3aCTOCYBaHHAM
HailicydacHimux TexHojorii. Kibep3nounHii cboroHi 6epyTh yuacTb y HARIIMPIIOMY CIEKTP1
ge3aKoHHUX il y KiOepmpocTopi — BiJ OaHATBHUX IIAXPANCTB, KPaIlXKOK MEPCOHAIBHUX
gaHMX J10 OUTBIII CKJIQJIHUX KibepaTak Ha KpUTHUYHY iIHQPACTPYKTYypy AepKaBH. 3a OCTaHHI POKH
PUIBKICTh TaKUX 3JI0YMHIB 3pociia 0araropa3oBo, a iXHS OpPraHi30BaHICTh Ta TEXHIYHA
QKJIQIHICTh JOCATIIM PiBHS, 10 BHMAara€ BiJl MPAaBOOXOPOHHHX OPraHiB HOBHX MiAXOJIB 1
pecypciB.

2 3 2014 poky Ykpaina nepeOyBae B IeHTpi HailOiabIoro kibepkondmikry B icropii. ITix
gac anekcii Kpumy Tta BiliHu Ha [lonOaci Pocis 3actocoByBana MacuBHi kibeparaku. ¥ 2015
poli erexTpoMepexka YKpaiHu 3a3Halia aTaku, BHacHigok yoro 230 000 mromeid 3amummmimucs
0e3 enextpuku. Y 2017 pomi Bipyc NotPetya 3aBmaB 30uTkiB Ha Minbsipau nonapis. I1ix gac
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BTOprueHHs 2022 poKy KUIBbKICTB KidepaTak pi3ko 3pocia. Y 2023 pori B Ykpaini 3adikcyBaiu
61 400 kibep3nouuHiB, M0 BYETBEPO OinbIe, HiX y 2022 pomi. Mera monsiraia B Tomy, mob
CTBOPHUTH Xaoc, JIecTablIi3yBaTH KpaiHy Ta MiAipBaTH JOBIpY 10 BIaaW. YKpaiHa B yMOBax
BilfHH, OCOOJIMBO TocTpo Bimuyna Iii 3arpo3u. 3 2014 poky i mo chorojaHi kibeparaku Ha
Jep>KaBHI CTPYKTYpH, EHEPTeTUYHI KOMIaH1i, 0aHKH Ta iHGOPMAIIiitHI pecypcH BiIOyBaIOThCS
NOCTIIHO, 3aBJIal04X 3HAYHKUX 30MTKIB 1 MiIpuBar0yy HalioHanbHy 6e3neky. Jlume y 2023 pori
Oyno 3adikcoBano moHan 300 moTykHHMX KiOepaTak, IO CYNPOBOIKYBAJIUCA CIpoOaMu
BUKpaJICHH JaHuX, OJIOKYBaHHS poO0TH iH(POpMAIIHIX CUCTEM 1 MacIuTabHO1 Ae3iHdopmartii
HacesaeHHs [3].

AHaji3 ocraHHix aocaimxkedb i myOuaikamiid. [IpobGremu QopmyBaHHS cucTeMU
kiOepOe3nexku Ta ponb HarionansHoi nominii y ii 3a0e3neueHHi 3aIMIIaloThCs aKTyalbHUMU,
0co0HMBO Ticis BOEHHOT arpecii pd npotu Ykpainu. [Ipo e cBiquaTs HayKoBi mpatli axisIiiB
naHoi Tematuku. [Ipy 1mboMy mpo 3alydeHHsI CYCHUIBCTBA y MPOTUIII0 KiOep3104MHAM
CBI/IYaTh EKCIICPUMEHTAJIbHI IPOCKTH B3a€MOIIT 3 rpoMajichbKicTio uepe3 Telegram-6otu [1-2].
3anobiranHsa ¥ mpoTujis KiGep3loYrMHaM HEOJHOPA30BO CTaBajM MPUBOAOM JJIsl HAYKOBUX
nociimkerb BueHux Masyp ., osraus O., JlutBunosa JI., JJoporux C. [3, 7]. IIpoGuemu
BU3HAUEHHS TOMYCTUMOCTI 1 HAIEKHOCTI IIU(PPOBUX (EIEKTPOHHUX ) AOKA31B Y KPUMIHATLHOMY
npoiieci BUCBITIIeHO y tipaipix Metenesa O., llymuno M. [5]. Bukopucranus po3Bigganux, ix
aHaJi3 Ta HOBITHIX TEXHOJIOTIH, BKIOYAIOUN PO3Ii3HABAHHS O0JIMY, JIETalli30BaHO 1 JOBEICHO
JI0 METOJIOJIOTIYHHUX peKkoMeHaamii y podorax [Tammuesa ., [llmarkosa M., Komowmiiinera C.,
Mamnxas O., Hocosa B., JIyuuka B., Cepaioka O. [11]. IIpoTe, He3BaXkatouu Ha 3HaYHHI 00cAT
nyOmiKamii 1 JOCHPKEeHb 3 1aHOT TEMH, B Cy4aCHUX YMOBax rocTpolo € norpeda y po3poOili
HOBUX Ta YJOCKOHAJeHHI BiIOMUX MeToAiB OopoThOu HarioHanpHoi momimii 3
K10ep3710uYnHaMH.

MeTo cTaTTi € JOCHKEHHS Cy4aCHUX BHKIHMKIB KiOEp3JIOUMHHOCTI B yMOBax
u(poBizalii Ta BOEHHOIO CTaHy B YKpaiHi, a TakoX aHami3 posi HamioHanbHOI momimii
VYkpainu y ix mojosnaHHi. 3a/Ulsl JAOCSATHEHHs IMOCTAaBJIEHOI METHM BHM3HAYEHO TaKi HAyKOBI
3aBIIAHHS:

— PO3KPHTHU CYTHICTb 1 IMHAMIKY PO3BUTKY KiOE€p3I0UMHHOCTI B YMOBaX BifHH;

— OXapaKTepu3yBaTH OCHOBHI (DOPMM Ta METOJU KIOEP3JI0YMHHOI AISNIBHOCTI, 30KpeMa
¢imuHr, couianbHy iHXeHepito, deepfake-TexHonorii, aTaku Ha KPUTHUHY 1HOPACTPYKTYPY;

— TIpoaHaN3yBaTH MAiSUTBHICTH KiOepmigpo3autie HarionanpHoi momimii  Ykpainw,
BuKopucTaHHs iHCTpyMeHTiB OSINT, nudposux miarhopm Ta MiXKHapOAHOI criBmparii y cdepi
npoTuii Kibep3arposam;

— BUSBUTH OCHOBHI mpobiemu y chepi kibepOesneku, 30KkpeMa KaJIpoBUil Aedilur,
TEXHIUHY 3aCTapuIiCTh 00JIaJHAHHSI, BIICYTHICTh YH1(1KOBAaHUX METOJIUK PO3CIIilyBaHHS;

— BHM3HAYUTH IUSIXM YAOCKOHAJEHHS CHUCTEeMHM TPOTUMIIl KiOep3JlIOYMHHOCTI Ta
MiIBUIIEHHS e(PeKTUBHOCTI isTbHOCTI HartionanpHo1 mosimii Ykpainu y oMy HampsiMi.

METOJAUKA JOCJ/IIKEHHSA

MeToH0IOTIYHOI0 OCHOBOIO JOCHIPKEHHS € CHUCTEMHHM, JOTIYHUHA 1 KOMIUICKCHHM
MiIXOAW, IO JO3BOJSIOTH PO3TISAATH KiOEp3JOYMHHICTh K OaraTOBUMIpHE COIliabHO-
IpaBoBe sBUIIE. Y POOOTI BUKOPUCTAHO METOJM aHalli3y, CUHTE3Y, JIOTTYHUHN, MOPIBHSIBHO-
MPABOBUIA, CTATUCTUYHHH, ICTOPUKO-TIPABOBUMN, CTPYKTYPHO-(DYHKIIIOHAIEHUN METOTH.

[TopiBHATBEHO-TIPABOBUIT  METOJ 3aCTOCOBAHO [UJISI  aHaJi3y HaIllOHAJLHOTO Ta
MDKHAPOJHOTO JIOCBIAY TMPOTHUIII KiOEp3MOUYMHHOCTI, CTAaTUCTUYHUH METoq — IS
y3araJbHEHHs TUHAMIKU 3pOCTaHHs Kibep3nmounHiB B YkpaiHi y 2014—2024 pokax; icTOpHUKO-
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MPaBOBUN — JIJISl TIPOCTEKEHHS €BOJIIONIT MiAXOAIB 10 KibepOe3nmekn B yMOBax TiOpuIHOT
BIfHM; METOJl CHCTEMHOIO aHalli3y — JUIi BUSBJICHHS B3a€MO3B’SI3Ky MIXK JisTIBHICTIO
HamionansHoi modinii Ykpainu, Iep)KaBHOIO TMOJITHKOI KiOep3aXHCTy Ta MIKHApPOJIHUMH
iHiIiaTuBaMu y cdepi mudpoBoi 6e3neku.

3acToCcyBaHHs KOMIUIEKCHOTO MMJIXOAY Jajdo 3MOry o0’eaHaTH 310paHMii Marepian y
[UTICHY HAayKOBY CHCTEMY, BHU3HAUUTH TEHJCHLII PO3BUTKY KiOCP3TOYMHHOCTI Ta HUISXU
MiBUIECHHS ¢(PEKTUBHOCTI MPOTHU I T Y CydacCHUX yMOBaX.

PE3YJIbTATH JOC/IIIKEHHA

OmauM 13 HAWOUIBII TMONIMPEHMX 1 HEOE3NMeUYHUX METOIIB KiOep3JOUYMHHOCTI
3aJUINAIOTHCS  (DIMIMHTOBI aTakW Ta CoOLiajdbHA IHXKEHEpis, KOJIHM IIaxpai CTBOPIOIOTH
nigpo6eHi caiiTh abo PO3CHIIAIOTH JIUCTH, K1 IMITYIOTh OQililHI pecypcu, abu OTpUMaTH
JOCTYNl A0 KOH(}imeHHiitHOI iHpopmamii abo 3MyCHTH KOpPUCTYBadiB IIepelaTH CBOi
NepcoHaNbHI aHl. B cydacHUX ymMOBax I1i METOIM HAOYJIH HOBOTO PiBHS CKIIAIHOCTI 3aBASIKU
aBTOMAaTH3alii 1 BHKOPHCTAHHIO INTYYHOTO IHTENIEKTY, IO JIO3BOJIIE CTBOPIOBATH
MePCOHAJII30BaHi Ta OUIBII MEPEKOHIMBI (DIITMHTOB1 KaMITaHii.

[TommpeHnM SBUIIEM TaKOX CTaJIH OPraHi30BaHi 3JI0YMHHI TPYIH, SKi Yepe3 CTBOPEHI
call-uentpu 3a momomororo VOIP-tenedonii i migpobaeHux OaHKIBCHKHUX 1ICHTHYHOCTEH
3MIHCHIOIOTh MacuTaOHI maxpaiiceki onepaii. [Ipuxiagom e Bunagok y Kuesi y 2024 por,
KOJIM KiOeprmomiiis MpUIUHWJA iSIbHICTh 3J0YMHHOI Tpynu, Mo omykana moHan 300
rpoMajisiH Ha cyMy noHaj 20 MUTbHOHIB TPUBEHB [2, 4].

Oco065MBO 3arpo3aUBOIO JUIS JIepKaBU CTaja HOBA TEHJIEHIS KibepaTak Ha KPUTHUHY
iH}ppacTpykTypy YKpaiHu, 1o nepedyBae il MOCTIHHUM TUCKOM B yMoBax BiiiHHM. Lli aTaku
MOXYTh MPU3BOAUTH 10 TUMYACOBOro ab0 TPHUBAJIOTO MPUIIMHEHHS POOOTH E€HEPreTMYHHX
MEpEeXkK, TEIIEKOMYHIKalllil, TPAHCIIOPTHUX CHCTEM, a TaKOX MIJIPUBATH POOOTY Jep>KaBHUX
ciyk0 1 pecypciB, 110 HETAaTMBHO BIUIMBAE HA KUTTS MUIbHOHIB rpoMaisH. YacTo Taki Ail
MOETHYIOTHCS 3 PI3UYHUMH yJapaMHU, YTBOPIOIOUM KOMIUIEKCHUN QpOHT T1OpHUAHOI BiiHH, 1€
KiOepIIpOCTip CTae apeHO CTPATETIYHOTO MPOTUCTOSHHS. Taki BHUMAJKU HEOIHOPA30BO
dikcyBamucs 'y 2023-2024 pokax, KOJIM 3JTOBMHUCHUKH 3aCTOCOBYBAJIHM CKJIAJHI METOIU
MPOHUKHEHHS Y 3aXUIIIEHI MEPEXi Ta BUKOPUCTOBYBAIIM CY4aCHI IHCTPYMEHTH ISl MACKYBaHHS
CBOIX miif [3, 5].

Ili BuKIMKM (QOPMYIOTH CKIIaJHY, OaraTOBHUMIpHY CHCTEMY 3arpos, ILI0 MOTpedye
KOMIUJIEKCHOI BIJMOBIZI BiJl JEp)KaBHUX I1HCTUTYIIM, CYCHIJIbCTBA Ta Oi3Hecy. besmeunwmii
PO3BUTOK IU(PPOBOT EKOHOMIKH 1 30€pEKEHHS HaAI[lIOHATLHOT 0€3MMEeKH 3aIeKUTh BiJl 3AaTHOCTI
e(DEeKTUBHO TPOTUIISATH KIOEP3JTOUYMHHOCTI, a TaKOX HEOOXITHOCTI 3alpoBaKyBaTH
IHHOBALIHI TEXHOJIOTIT 3aXKCTy, MiJBUILYBaTH piBeHb HU(PPOBOI IPAaMOTHOCTI HACEIEHHS 1
CTBOPIOBATH YMOBH JUISI MI’KB1JIOMYO1 Ta MI>KHAPOHOT CITIBIIpAIli.

BinmoBigs Ha BUKIMKH KiOep3JOYMHHOCTI B YKpaiHi TICHO TOB’s3aHa 3 ISIBHICTIO
HamionaneHoi nodinii, a 3okpeMa JlenapramenTy KiOeprnodiiii, SKUil BiJirpae KJIt04OBY pOJb
y 3abe3mnedeHHi Oesneku y uudpoBoMy cepemouii. KiGepmomimis 37iiicHIOE TOCTIHHUN
MOHITOPHUHT KiOep3arpo3, 30upae iH(OpMaIlito Mpo HOBITHI METOIW 3JI0YMHIIIB, MPOBOJHUTH
pO3ciiyBaHHA 100 HECAHKIIOHOBAHOT'O BTPYyYaHHs B iH(popMaLiiiHi cucTeMH, HE3aKOHHOTO
300py 1 pO3MOBCIO/KCHHS TIEPCOHATBFHUX JIAaHUX, aTaK Ha JIepKaBHI CEPBICH, TaKi K MOPTaT
«is». BaxxnuBuM acrieKToM poOOTH € BUKOPUCTAHHS MEPeIoBUX METOIUK, 30kpema OSINT
(BimKpHUTI JKepena iHpopMallii), 0 J03BOJISIE BUSBJISATH 3arPO3H IIIe Ha MOYaTKOBUX €Tarax, a
TakoX TicHa MibxHapogHa criBipans 3 INTERPOL, Europol ta iHmmMu npaBoOXOpOHHHUMHU
opranamu [2].
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3 MeTor MpOTHAIl BOPOXKii KiOEpaKTUBHOCTI OCHOBHMMH CyO’€KTaMH 3a0e3TCUCHHS
KiOepOe3neKku nepkaBu 3a MpoBiaHOI poni AaMiHicTpanii Jlepkcnenss’ 3Ky 3ailicHIOBaIacs
B3a€MOJIS LIOJO0 KiOep3axucTy 3 JAEp)KaBHUMHU OpraHaMu Ta NpeACTaBHUKAMH KPUTHYHOI
1HGPACTPYKTYpH, pO3pOOIIsIIHCS HEOOXIAHI IHCTPYKIIIT U1 KOPUCTYBAUiB i3 MOMEPEHKEHHS Ta
po3Ii3HaBaHHA KiOepaTak, a TAKOK 3aXUCTY Ta YCYHEHHS HACIiIKIB.

Takox VYkpaiHa NpOIOBXKYe NOMIMOJIOBATH CIHIBOpAIl0 3 MapTHepamu Yy cdepi
kibep3axucty. Amke nocBig YkpaiHu B O00poTh0i 3 KiOepaTakaMu pPOCIMCHKOTO arpecopa
JI0TIOMarae He TUIBKM HaM, a ¥ HallMM TapTHepaM y MoOyAOBi Ji€BHX HAI[lOHAIBHUX Ta
MDKHApOJHHX cHcTeM Kibep3axucty. IIpo 3a3HaueHe CBiIUWTH IHTEPEC MIKHAPOIHOI
CHiIbHOTH A0 iHQoOpMmamii BiJg YyKpaiHChKMX (axiBLIB Ha MDKHApOJHUX 3axojax i3
kiOepOe3neku. [Ipuknagamu € HegaBHS MiKHApOAHA KOH(epeHIliss KoOMaH[ pearyBaHHS Ha
komt torepHi HaazBu4daiHi noxii FIRST i mixkHaponna xondepenmis 3 kidepoesnexu Black
Hat-2022. VkpaiHa mnocTiiiHO AUIMTBCA 3 MapTHEpaMH JaHUMHU TNpo Kibep3Oporo, SKy
3aCTOCOBYIOTH POCIMCBKI XaKkepH. 3 I[bOT0 HAIPSAMY B JIMITHI TOTOYHOTO POKY OYyJI0 MiAMHUCAHO
«MemopaHIyM IIpO B3a€MOpPO3YMiHHS MK Jlepxcneuss’s3ky Ta YpaaoBuM odicoM
PecnyOniku CrnoBenist 3 iHpopmaniiiHoi Oe3nekn y cdepi Kibep3axucTy» Ta BiIAMOBITHHIA
JOKYMEHT IOJO cHiBIpami 3 AreHTCTBOM 3 KibepOesmeku Ta Oe3mneku iHGPacTpyKTypu
Jenapramenty HamioHanbHOI Oe3nekn Cromydenux IltatiB Amepuku (Cybersecurity and
Infrastructure Security Agency). AHaioriuHo B ceprHi YKpaiHa ykiana «MeMopaHayM Ipo
B3a€MOPO3YMiHHS y chepi kibep3axucTty» 3 PecnyOuikoro [lombia.

CydacHuii KiGeprpocTip CTBOPIOE YHIKaJbHE CEpeNOBHINE, /1€ KPUMIHAIICTHYHI CIIAH
MOKYTb OyTH IepeaHi Ha BEJIUKI BIJICTaHi1, 30epiratouuch B U(pOBOMY BUTJISIII HEOOMEKEHO
noBro. Lli 0cobauBOCTI 3MyCHUITN KPUMIHANICTUKY BpaxoByBaTH crenudiky Kidepmnpocropy. B
2005 pori ykpaiHChbKe 3aKOHOMABCTBO paTu(ikyBano KoHBeHIIO Mpo KiOEp3TOYHHHICTS,
3TiHO 3 SIKOIO KiOEp3JI0UMHU PO3ALISIOTHCS HA YOTUPH BUIHM.

[IpaBonopytieHHs MPOTH KOH(IIEHIIIHHOCTI, IIUIICHOCTI Ta JIOCTYIMHOCTI KOMIT FOTEPHUX
JTAaHMX 1 CUCTEM — Iie epuInii Buj Kibep31ounHiB. Jlo 1IbOro TUITY IPAaBOMOPYIIEHb BiAHOCSTH:
HE3aKOHHUH JIOCTYII, HeJIeTalIbHE TIePEXOIUICHHS, BTpYYaHHs y JaHi, BTpyYaHHsS B CHCTEMY Ta
3JI0BKMBAHHS IPUCTPOSIMHE [6, cTaTTi 2-6]

[TpaBomnopy1ieHHs, MOB'A3aHl 3 IIaxXpaiicTBOM y c(epli BUKOPUCTAHHS KOMIT'IOTEPHUX
cucteM. Taki nmii MarOTh Ha MeTi 3aBIaHHS MaTepialbHUX 30UTKIB Yepe3 MaHImysii 3
KOMIT'FOTEPHUMH JTAHUMH JIJIsl HE3aKOHHOTO OTPUMAaHHS €KOHOMIYHOI BUToH. [6, cTarTi 7-8]

[TpaBomopyiieHHs,, MOB'sI3aHI 31 3MICTOM (KOHTEHTOM), IO MOJIATa€ y 3I1HCHEHHI
YMHCHMX HE3aKOHHUX [ II0J0 BHUPOOJEHHS, MPOMOHYBaHHS a00 HaJaHHSA JOCTYILY,
PO3MOBCIOKEHHST TUTA401 mopHorpadii, a TakoX BOJOIIHHSA TakuMU (aiimamMu y CBOIH
cucreMi. [6, ctaTTs 9]

YMucCHI 1ii, MOB'A3aHi 3 MOPYIIEHHSAM aBTOPCHKUX Ta CyMDKHHMX IpaB, BIIMOBIIHO JI0
BuMor Ilapusbkoro akty Big 42 nunusa 1971p, beprcbkoi KoHBeH1ii mpo 3aXHCT JIiTepaTypHUX
1 XyIOKHIX TBOPIB, YTOIM PO TOPTOBENIbHI ACMEKTHU IpPaB IHTENEKTyalbHOI BIACHOCTI Ta
VYromu BOIB npo aBTOpchbke TpaBo, a TaKOX HAIIOHAIBHOTO 3aKOHOJABCTBA YKpaiHW,
HOJISITAlOTh Y HE3aKOHHOMY BIATBOPEHHI, PO3MOBCIO/DKEHHI, MyONIYHOMY MOKa3i, HaJaHHI
JIOCTYITY 10 00’ €KTIB aBTOPCHKOTO TIpaBa 4epe3 KOMIT I0TepHI Mepeki abo B 1HIINIM c1iocio 6e3
3roJIv MPaBOBJIACHUKA 3 METOI0 OTPUMAHHS NPUOYTKY UM 3alOAisIHHS KO BIACHUKY IIPaB..
[6, craTTs 10]

[cHyrOTH TakoX 1HIII KiIacudikallii Kibep3104nHiB, MPOTE 3aPOINIOHOBAHA KOHBEHIIIEIO €
HauOIeI monysapHO0. B VYkpaini kibepOesneka KOOPIWHYETHCS HHU3KOK JIepKaBHUX
oprasiB, a came Ha /lepxaBHy ciryOy cIieiaJibHOro 3B'I3Ky Ta 3aXUCTy iH(popmarii Ykpainu,
Hamionansny nomimiro Ykpainu, Cinyx0y 6e3nekn Ykpainu, MiHicTrepcTBO 000poHU YKpaiHu
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ta ['enepanbHuii mTad 30poiitanx Cun YkpaiHu, po3BiaAyBajdbHI OpraHv. B KoXHOMY 13
3a3HaYCHHUX OPraHiB JAiIOTh BiANMOBiAHI mixposaimu. [Ipote, 3axucT BracHOi KibepOe3neKu €
BIJIMOB1IAJIbHICTIO KOYKHOT'O KOPUCTYBayva.

Haiibinpim posnoBcromkeni kidep3nounnu B Ykpaini 3a 2023-2024 poku HaBeneHO Ha
puc.l.

OcHoBHI TUNW Kibep3nounHis B YKpaiHi (Ha ocHOBI naHux Kibepnoniuii Ta ouiHok, 2023-2024 pp.)
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Puc. 1. Hatibinow po3noscroodceni kibepznouunu ¢ Yrpaini 3a 2023-2024 poxu
Iicepeno: [7, c. 64]

Oxkpemy yBary KiOepmodilis TpHIUISEe MPOTHIIT OpraHi30BaHOMY KiOEp3JIOUHHHOMY
0i3Hecy, 110 BUKOpUcCTOBYe TexHojorii VolIP s macoBoro oOMmaHy rpomalsiH uepes
maxpaiiceki call-nentpu. [lpunuHenHs AisutbHOCTI Takoi 3mounHHOI rpymu y Kuesi B 2024 poi
€ ICKpaBUM NPUKIAIOM €(PEeKTUBHOCTI IPaBOOXOPOHHUX OPraHiB, aje BOJHOYAC MiJAKPECIIOe
Maciitabu ta rauouny npodnemu. s mokpaumieHHs edexTuBHOcTI podotu HIIY aktuBHO
BIIPOBA/KYIOThCs LM(ppoBi miuatgopmu, 30kpema «Mosi kibepOesnekay, 10 CIpsSMOBaHI Ha
MIBUIIEHHS OOI13HAHOCTI HACEJEHHS MPO IIaXpanChKi CXEMHU B MECEHJKepax, OaHKIBChKE
[1axpaicTBo Ta KibepBipycH.

ExcnepuMeHTanbHI MPOEKTH B3aeMOJIi 3 IpoMajAchbKicTio uepe3 Telegram-0oTu st
CHOBILIEHHS NPO MiJ03piIi PECYpCH JEMOHCTPYIOTh HOBUI piBEHb 3aJly4eHHs CYCIIIbCTBA Y
npoTuAito Kibep3nounHam [1, 2].

[TpoTe, HE3BaXKarOUM Ha aKTUBHI 3aXOH, TISUTHHICTH KiOepMOMilii yCKIaIHIOITh 3HAUHI
npobsnemu. Ilo-mepimie, icHye KpuUTHYHAa HecTadya KBamiikoBaHuX (axiBuiB y cdepi
kibepbe3neku (puc. 2).

[nHamika BUNYCKHUKIB cneuianbHocTi 125 «Kibepbe3sneka Ta 3axucT iHdopmauii» (2020-2024, ouiHka)
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Puc.2. Jlunamixa sunycky gaxisyie 3 kibepoeznexu 3a 2020 — 2024 pp.
Horcepeno: [11-13]
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BrcokoTexHONIOTYHMI XapakTep KiOep3JI0YMHHOCTI BUMArae moCcTiHHOTo MpogeciiHoro
PO3BUTKY, aje kaapoBuil nedimurt i BiaTik [T-crenianicTiB CyTT€BO 3HUKYIOTH ONIEPATUBHICTh
1 AKICTh posciimyBaHb. [lo-mpyre, TexHiuHe 3a0e3MEUCHHs 3aIUIIAETHCS 3acTapiiuM 1 HE
BIJIMIOBiIa€ PIBHIO CydacHUX Kibep3arpo3, mo yCKIaaHioe (ikcarmiro Ta aHami3 MuppPOBUX
nokaziB. Lli ¢dakropu pa3zoMm NpPU3BOAATH 10 TOTO, L0 3HA4YHA YacTHHA KPUMIHAIBHUX
NpOBa/KeHb 3a cTaTTsMu 361-363 KpumiHambHOro KoJekcy YKpaiHM HE JOXOAUTH [0
OOBMHYBAJIbHUX BHUPOKIB 4Yepe3 TPYIHONI 13 30MpaHHAM, 30€peKEHHSM Ta aJCKBATHOIO
OIIIHKOO IU(PPOBUX JT0Ka3iB [3, 4].

[Ile oqHUM BUKJIMKOM € HEOOX1AHICTh BJOCKOHAJICHHS 3aKOHOaB4Y0i 06a3u Ta yHidikamii
CTaHJAPTIB MPOBEICHHS KiOeppo3ciiyBaHb. BiCyTHICTh YITKHX 1 €IMHUX HOPM 30MpaHHA
J0Ka3iB y HU(POBOMY CEPEIOBUIII CTBOPIOE MPOTATMHU Y KPUMIHAILHOMY IMPOLIEC 1 3HUKYE
e(eKTUBHICTh CymoBOro po3rsiny. s momonanHs mux mpobOiem HarioHanmpHa TOIIis,
CHIBIPAIIOIOYM 3 HAYKOBUMH YCTaHOBaMH, AaKTHUBHO WPALIO€ Haa PO3POOKOI0 HOBUX
METOAMYHUX PEKOMEHJAIN 1 CTaHIapTiB JO0Ka30BOi 0a3u, IO BPaXxOBYIOTh OCOOJIMBOCTI
Kibep3ounHiB [4].

BaximBoro CKIagoBOIO CHUCTEMH MpOTHAII Kibep3moumHHOCTI € 1mdpoBa ocBiTa
HaceneHHs. [linBumieHHs piBHs 0013HAHOCTI rpoMaIsiH y cepi KibepOe3neku 103BoIsiE 3HAYHO
3HM3WTH PU3MKHA TOTPAIULIHHA y TAacTku maxpaiB. Hamionamena momimis y 2023 pomi
peanizyBana macimtabHi iHpopmaniiiHi kammnaHii, copsMoBaHi Ha 1HOPMYBAaHHS HAaCEICHHS
Ipo THUIOBI CXEeMH KiOEp3/JOYMHIIB, MpaBmia Oe3Me4Hol MOBENIHKA B IHTEpPHETI Ta
BUKOPUCTAHHA CYYaCHHUX 3aXUCHUX TexHoJorid. OcoOnMBO BaXIMBOK CcTaia poboTa 3
Bpa3JIMBUMH KaTETOPIsIMU HACEJICHHS, K1 HallyacTillle CTal0Th JKepTBaMU KiOep3ounHiB [2].

Y mexax nporpammu “Kibepririena” 3a mintpumkun OBCE Buknanaui xadenpu
npotuii Ki0ep3mouMHHOCTI XapKiBCHKOTO HaIllOHAJIBHOTO YHIBEPCUTETY BHYTPIIIHIX CIpaB
0epyThb aKkTHBHY Yyd4acTb y MIJArOTOBLI TpeHepiB 13 nu¢ppoBoi Oesneku. IIpoext OyB
CIpPSIMOBAHMN Ha MIABUILEHHS PiBHSA 00i3HaHOCTI y cepi KiOepririeHu cepea KypcaHTIB 1
CTYJEHTIB 3akiajiB BUIIOi ocBiTH cuctemu MBC. V pamkax iHiniatuBu mia erigoro ObCE
Oyso nigrorosyieHo 0iau3bko 50 TpeHepiB 13 PI3HUX YHIBEPCHUTETIB, PO3POOJIEHO HABYAIBHO-
METOJIMYHI MaTepialid, a TaKOX CTBOPEHO CIEIliali30BaHi HaBYAIbHI KJIacH JJIsi IPOBEICHHS
3aHATH 13 KiOepririenu. 3okpema, Bukiagadyli XHYBC nomyumnucss 10 po3poOieHHs
NpPaKTUYHUX 3aHATh, IHTEPAKTUBHHUX KeiciB Ta HactimeHoi rpu CyberAlias, mio
BUKOPHCTOBYETHCS Y HAaBYAJILHOMY IPOIEC] JUTSI PO3BUTKY HABUYOK OE3MEYHOI MOBEIIHKU B
Mepexi.

TakuMm 4YHHOM, TPOTHUIIS KIOEP3JTOYMHHOCTI B VYKpaiHi Mae OyTH HEmepepBHO
KOMIUIEKCHOIO 1 BKJIIOYAaTH TPAaBOOXOPOHHI 3aXOAW, TEXHI4HI 3aco0M, MDKHApOJHE
CHIBPOOITHUIITBO Ta MPOCBITY cycmniibeTBa. Bin ycmixy 60opoTrbOu 3 KiOep3I0YMHHICTIO
3aNIeKUTh MOXUIMBICTh HamioHanbHOI TOMIMIi 3r0J0M aJanTyBaTHCS A0 IIBUAKUX 3MiH
TEXHOJIOT1H, 3aJly4aT CelialliCTiB y rany3i iHpopMaliifHUX TEXHOJOT1H, CTBOPIOBATH THYUKI
MDKBIIOMY1 MEXaHI3MH, @ TAKOXK PO3BUBATH MPOAKTHBHI MiXO0HU 10 LU(POBOI OE3MEKH.

Hespaxkatoun Ha 3HauHi ycmixu HarionansHoi mominii Ykpainu y cdepi npoTuaii
KiOEp3IOYMHHOCTI, ASUIBHICTD 11 KiOepmigpo3AiIiB CYNPOBOKYETbCS HU3KOK CHCTEMHHX
npobiieM, K1 ICTOTHO OOMEXYIOTh €(eKTUBHICTh OOpOTHOU 3 HOBITHIMU BUKJIMKaMH. OHIEO
3 KJITFOUOBHX CKJIaIHOCTEH € HecTaua KBasli(hikoBaHUX KaJpiB. BucokoTexHONOTiYHMIA XapakTep
k10ep37104nHIB BUMarae (axiBIiB 13 MTMOOKMMU 3HAHHSAMHU B raiy3i iHQopmarliiiHoi O6e3nexw,
nporpaMmyBaHHs, Kpunrorpadii, a TakoXX Cy4acHHUX METOJIB IU(POBOi KpuUMiHATICTHKH. B
yMOBax BHCOKOTO monuTy Ha [T-crmeriamicTiB y mpuBaTHOMY cekTopi, HamionaneHa momirist
CTHKA€THCS 13 MPOOJIEMOI0 yTPUMaHHS KBali()iKOBAaHMX MPAIiBHHUKIB, 110 NMPU3BOAUTH 10
nedinuTy IepcoHay y KIIFOUOBHX Miapo3ainax [3, 4].
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[Tpobnema kibepOe3neKu 0cOOIMBO aKTyallbHa B YMOBaX BIMHH, KOJIM BOPOKI XaKepPChKi
rpynu 3IIHCHIOIOTH KiOepaTaku HE JIMIIe Ha JepKaBHI YCTaHOBH, a W Ha 3BHYAHHUX
KOPUCTYBayiB. ¥ Takii CUTYyallil BXXKJIMBO MAaTH aKTyaJlbHI 3HAHHSA Ta IHCTPYMEHTH JUIsl 3aXUCTY
ce0e Ta cBOIX OMM3BKUX y HU(POBOMY IPOCTOPI.

3 MeTorw 3abe3neueHHs HaJiiHOro (yHKIIOHYBaHHS KibepmpocTopy B YKpaiHi
PO3pO0IIEHO 1 3aMPOBAIKEHO KOMILIEKC 3aKOHOAABYMX AKTiB, CIIPSMOBAHUX HA PETyIIOBAHHS
nuTaHb iHGopMarliitHoi 6e3reku. L{i HopMaTHBHO-TIPaBOBI TIOKYMEHTH BH3HAUYAIOTh SIK IIPaBa,
Tak 1 000B’SI3KM TPOMAJSIH Yy BIAMOBIAHINA cepi, CTBOPIOIOYH MPABOBY OCHOBY JJISI 3aXHCTY
iH(pOpMaIIHHUX CUCTEM, IEPCOHATBHUX JAHUX Ta IHITUX KPUTHYHO BAXIMBUX pecypciB. Kpim
TOTO, 3aKOHOJIABCTBO Iependayae BiAMOBINAIBHICTh 33 MOPYIIECHHS BUMOT iH(poOpMamiiHoi
Oe3mneKu.

3akon Ykpainu «lIpo Hamionameny momimito» 2015 poky HamaB IpaBOOXOPOHHHM
OpraHaM pO3IIUPEH] MOBHOBAXKEHHs JIi CTBOPEHHS Ta BUKOPUCTAaHHS iH(opmauiiiHux 0a3
naaux. llporte, 3 ornsay Ha YMCICHHI MEpeBard IMX TEXHOJIOTIH, CIiJ] BU3HATH, IO TPHU
HECAaHKIIIOHOBAHOMY IX BUKOpPHUCTaHHi (06€3 JOTpUMAaHHS BUMOT 3aKOHY), LI€ MOKE IPU3BECTH
JI0 CePHO3HMUX HACIIIKIB.

JlocTyn 10 mepcoHalbHUX AaHUX 0€3 HaJe)KHUX [MOBHOBAXKEHb, 3aKOHHOI IIJICTABU UM
OOIPYHTOBaHOI METH — TOUIMPEHOI0 € TMPAKTHKA, KOJM MPAliBHUKU MiAPO3AUIIB MPOTUAIL
HAPKO3JIOYMHHOCTI MacoBO BUTPEOOBYIOTH 3 MEAMYHUX 3aKIaAiB iHGOpMaIito mpo ocibd, sKi
CTOATH Ha 00JiKy. CycHiIbcTBO AOCI HE OTPUMAJIO YITKOI BiIMOBI/I II0/I0 MPABOBHX ITiJICTAB
Ui 300py 1HpOpMaLii Ipo 3A0pOB'S JIIOJUHHU, KA HE BUMHUIIA IPABOIOPYIIEHb.

OO6poOka  Bifeo3amuciB 13  HarpygHUX Kamep TOJIIEUChKUX Ta  CHCTEM
BiJIeOCTIOCTEpEXXEeHHsT — 30ip, JocTym, (¢opMyBaHHs 0a3 Ta HOPSAOK 30epiraHHs Takoi
1H(popMallli 3aTUIIal0ThCs HEBPETyJIbOBaHUMU. YacTo BiJl€03amUCH 3 KaMmep 3’ SIBISIFOTHCS B
IntepHeti 06e3 JOTPUMaHHS 3aKOHOJIABCTBA MPO 3aXMCT MEPCOHAIBHUX JAHUX.

BiacyTHicTh Hane)XHOI TONITUKK O€3MEeKH TEepCOHAIbHUX JaHuUX — Oarato
PO3MOPATHHUKIB JTaHUX HE PO3POOIIAIOTH Ta HE MPUIMalOTh BHYTPIIIHIX HOPMATHBHO-TIPAaBOBUX
aKTIB, 10 PETYJIOIOTh 3aXUCT 310paHUX MEPCOHATBHUX JaHUX.

HenocraTtHbo mpo3ope ympaBiiHHS y cdepi 3aXUCTy JaHUX — MDKHAPOJHI CTaHIApTH
nepeadavaroTh, 10 CYCIUJIBCTBO Ma€ MPAaBO 3HATH, SIKI camMe JaHl 30MparOThCsA, YMOBHU iX
30epiraHHsl Ta MOPSAOK 3HUIIEHHS. Y OLIBIIOCTI BUMAJAKIB iHpOpMaLis, 0 30MpaeTbes 1
BUKOPHCTOBYETbCS IMOJIILIEI0, HE apXiByeTbcsd y (opmarax, sKi 3a0e3NmedyroTh HaJIeKHUN
piBeHb Oe3meKu Ta KOH(]IIeHIIIHHOCTI, 1 HE BeIeThCSl HAICKHUHN OO0JIK.

Curyaris 13 3aXUCTOM JaHUX BUMAarae BIOCKOHAJICHHS MOJIITUKUA OE3MEKU Ta PO3BUTKY
3aKOHOJIAaBYMX MEXaHI3MIB JUIS IPO30POro YIpaBIiHHS MEPCOHATBHUMH JaHUMH.

Otxe, cydacHUi cBIT 3MiHIOEThCS. 11[OpOoKy 3710BMHCHHKHM BUTaIylOTh HOBI, paHilie
HEBiIOMi cIIocOOM Ta CTpaTerii AJisi CKOEHHS 3JI0UMHIB Y cdepi iHPOpMaLIHHIX TEXHOIOTIH.
OCKUTBKHY TI€ BIIHOCHO HOBA Taiy3b, YaCTO BHHUKAIOTH CHUTYallii, KOJIM HOBI MOHSTTS, dii B
IHTEpPHETI TONIO M€ HE MAalTh 3aKOHOAABUOTO MIATPYHTSA. MIiKHApPOIHI KOHBEHIIIT
HaMaraloTbCsi MaKCHMaJIbHO INBHAKO pearyBaTd Ha Il BHKJIMKH, MO0 yci KpaiHu, M0
patnu(ikyBaJd Taki KOHBEHIii, MaJl OCHOBY JUIi CTBOPEHHS BJIACHHX 3aKOHIB Yy L1 HOBIiH
cdepi. He3Baxkaroun Ha MOCTiNHI BUKJIMKH Ta KibepaTaku 3 OOKy Bopora, YKpaiHa aKTUBHO
po3po0iisie 3aKOHONABYI aKTH (3aKOHM, KOHBEHLIi Tomio) st perymoBanHa [T-cdepu,
0COOJMBO B yMOBax IPAaBOBOTO PEXHMY BOEHHOTO CTaHy. BakiIMBO BiI3HAYWTH, IO
pearyBaHHS 4acTo BiOyBaeThCS Mail’ke MUTTEBO, 3aB/SKM YOMY 3aKOHOJABEllb YCKJIATHIOE
MOYJIMBICTh TIOBTOPHOT'O CKOEHHS 3JI0YMHY THM CaMHM CIIOCOOOM.

Jniss MoHITOpHHTY KibepiHIMIEeHTIB cTBOpeHo muiatdopmy Splunk Enterprise Security
(ES), sixa 3abe3mneuye neHTpasiizoBaHui 301p, aHaI3 Ta KOPEJALI0 MO Y pealbHOMY Yaci.
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Bona BHMKOpPHCTOBYE IUTYyYHMM IHTENIEKT Ta MAllMHHE HABYaHHS JUIsl BMSBIEHHS 3arpos,
aBTOMATH3allll pearyBaHHsA Ta ympasiiHHSA pusukamu. Splunk ES iHTerpyerscst 3 pisHHUMHU
JOKEpeJlaMy JIaHUX, TAKUMU SIK MEPEKeBHUH Tpadik, KypHaIH MOAIN Ta MOBEIIHKOBUN aHAII3,
1110 JI03BOJISIE MIBUAKO iIeHTU(IKYBaTH aHOMATIi, OB'A3aHi 3 KibepaTakaMmu, Ta epeaBaTH ix
J10 BIJTIOBITHUX KOMaHJ pearyBaHHs.

[Ile onHi€r0 CcepHO3HOI TMEPEIIKOAOI € TeXHIYHe 3a0e3nedeHHs. Ha choromai
oOnagHaHHA Ta TporpaMHe 3a0e3NeyeHHs, I10 BUKOPUCTOBYeThCS B JlemaprameHTi
KiOeprodinii, yacTo 3acTapini abo He BiNOBIIAIOTH HOBITHIM cTaHAapTaM KibepoOesneku. Lle
YCKJIQJHIOE ONEpaTHBHE BHSIBJICHHS Ta (ikcarito HUPPOBUX JI0Ka3iB, a TAKOX 3HIKYE
MIBUJIKICTh pearyBaHHs Ha CKJIQAHI Kibeparaku, siKi OCTIHO €BONIOIIOHYIOTh 1 HAOUPAIOTh
HOBUX (opM. BiJICYTHICTh CydyaCHHUX aHANITUYHUX THCTPYMEHTIB Ta CHCTEM aBTOMATHYHOTO
BUSIBJICHHS KiOep3arpo3 00OMexye MOKIMBOCTI /ISl CBOEYACHOTO OJIOKYBaHHS aTak. [3]

KpiM 11boro, oTHUM 13 CyTTEBUX BUKJIHMKIB € HeCTa4a YHi()iIKOBaHUX CTAaHAAPTIB 1 METOIUK
300py, 30epeKeHHS Ta aHAJI3y MUPPOBUX JTOKA31B, 0 TPU3BOAUTH J0 MPOOIIEM 13 TOKa30BOIO
0a3o0 y KpUMIHaJIbHUX TpoBaukeHHsX. CriagHicTh KiOep3inouwHiB 1 crnenudika
iHpOpMAIIfHUX TEXHOJIOTIH BHMAralmoTh JETAIbHOTO 1 TOCTIIOBHOTO MiAXOLY 1O
npouecyagbHuX Aiil. Ha mpakTuili, HeTOCKOHAIICTh 3aKOHOJIABCTBA Ta BIACYTHICTh €IMHHX
MIPOTOKOJIIB YCKJIQIHIOIOTH POOOTY CIIITUHX, Yepe3 Mo 0arato mpoBaHKCHb 3a CTATTSIMH 361—
363 KKY He goxonmares 1m0 OOBHHYBalIbHMX BHPOKIB. Lle migpuBae noBipy 10 cucTeMu
NPaBOCYAJS 1 CTUMYJIIOE 3JIOUMHIIIB 10 HOBHX aTak [4].

Takox oxkpeMo He0OXiJHO BUALIMTU BUKOpHcTaHHs [T TexHosorii HapKO3I0UUHIAMH.
CydacHi TeXHOJIOT1i O3BOJIAIOTh HE3aKOHHO MPHUI0aTH HAPKOTHKU JUCTaHIIWHO. Pekinama
«HapKOMAarasuHiB» MOLIUPIOETHCS Ha CTiHAaX OyAiBeNb, 3yMMHKAX, Yepe3 1HTepHEeT-CalTH Ta
mecenkep (Telegram). ¥ mecenpkepax CTBOPIOIOTHCS KaHAH JUTsl TPOJAKy HApKOTHKIB, J1€
nyOJIiKYIOThCSl 1HpOpMalis Mpo TOBap, I[IHM, a TaKOX BEAYTbCS YaTH IS CIUIKYBaHHS
MOKYIIIB 1 MpaniBHUKIB. [Ipy 1IbOMyY KIII€HT Ta MpoOjaBellb HE 3HAIOTh OJIMH OJHOIO Ta HE
3yCcTpidyaloThesl 100 TepenaTd ToBap Ta OTpUMaTH 3a Hbporo rpomi. [IpomaBens Moxe
3HaXOJUTHUCS B OJIHIN KpaiHl UM perioHi, a 30yT BIAOYBAaTUCS B 1HIIOMY.

OxpiM TOro, 0 B Cy4acHHUX yMOBax 30yT HapKOTHKIB BiOyBaeThcsi 6e3 (pi3MuHOro
KOHTAKTy MDK TPOJABIEM Ta TIOKYIIIEM, HapKO3JIOBMHCHUKM Ta IX «KIIEHTH» TEXK
BUKOPUCTOBYIOTb Pi3HI Cy4acHiI METOAM NPUXOBYBAHHS IX IPUYETHOCTI JO HE3aKOHHOTO 30yTY
HApKOTUYHHUX 3aC001B, ICUXOTPOITHUX PEUOBHH 200 TX aHAJIOTIB uepe3 Mepexy [HTepHeT.

3 BIIPOBAPKEHHSM LITYYHOTO 1HTEJIEKTY Y Pi3H1 CPepH KUTTS 3pOCTAOTh 1 BUKIMKH JUIS
kiOepOe3nexku. Y @QaxiBuiB 3 KiOepOe3neku BUHUKAE Aenanl OUIbIIe 3aHENOKOEHb, II0/I0
MOYJIMBOCTI BUKOPUCTAHHS XaKEPCKMMHU YTPYIYBAHHSMH IMOTEHLIANy MITYYHOTO 1HTEJEKTY
JUIL TIpOBENEHHS KiOeparak. Xoda KpaiHW IOCTYIIOBO PO3POOJSIOTH 3aKOHH, HEMIOIaBHI
iHiIiaTUBH, Taki K 3akoH €Bpomnelcbkoro Coro3y Mpo ITYYHUN IHTENEKT, CBiAYaTh MPO
3pocTaioue BHU3HAHHS HEOOXITHOCTI PErysiTOPHOIO Haryisgay. TeMnu TeXHOJIOTIYHOTO
PO3BHUTKY BHUIIEPEKAIOTH PETYIISATOPHI 3aX0/H, 3MYILITYIOUH OpraHi3allii caMocTiitHO 60poTHCs
3 pusukamu LI

HemonaBHi araku Ha (iHAaHCOBI YCTaHOBH Ta BEJHMKI KOMIIaHil MOKa3ylOTh, 1110 XaKepu
3aCTOCOBYIOTh T'€HEpaTWBHI MOJENl JJii MAacoOBOTO CTBOPEHHS MIKIAJUBUX CKPHUITIB,
aBTOMATH30BAHOTO BBEIEHHS KOMaHJ| Y CHCTEMHU Ta HaBiTh JJIS MiAPOOKM TOJOCOBUX abo
B1JICOMTOBITOMJICHh KEPIBHUKIB 3 METOIO MIAXPANChKUX TPAH3AKIIIH.

Jlis paBOOXOPOHHUX OpraHiB 1€ CTBOPIOE MOJABIMHUN BHUKJIMK: 3 OJHOrO OOKY,
HeoOXimHO BHpoBamkyBatu BiacHi [llI-cucremu anms mporHo3yBaHHsS 3arpo3 1 MPOTHALT
KiOEp3JIOYMHHOCTI; 3 IHIIOTO — BiICYTHICTh YITKUX HOPM 100 300py, 00poOKH Ta 30epiraHHs
JTAaHUX MOJKE IPU3BECTH JI0 MOPYILLIEHHs IpaB rpomMaisH. Hanpukian, aBToMaTH30BaHUN aHaI3
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TpadiKy IHTEpHET-KOPUCTYBadiB a00 BIJCOCTIOCTEPEKEHHS 0€3 HAJIC)KHUX MPABOBUX IIACTaB
MOJKE€ CTaTH JHKEPEIOM BUTOKIB 200 3JI0OBKHBAHb.

Bapro 3a3nHaumTH, 1m0 mpobjeMa KOOPAMHAINI MIKBIZIOMYOi B3a€EMOIl TaKOXK
3aJMINAETHCS aKTyanbHOIO. EdexTuBHa mpoTuais Kibep3arpo3aM BHMarae TiCHOI CITiBIIpaili
MDK I[PaBOOXOPOHHUMH OpraHaMu, OpraHaMM Jep>KaBHOI BJIQJAM, HNPUBATHUM CEKTOPOM 1
MDKHapOAHUMHU napTHepamu. HeBianoBigHicTs npouenyp oOMiHy iHGOpMAIIIEIO 1 3aTPUMKH Y
pearyBaHHi Ha KiOCpIHIIUIACHTH TMPHU3BOIATH JIO BTPATH Yacy, IO MOXKE€ MaTH KPUTHYHI
HACJIIJIKK B YMOBAaXx 3aroCTpeHHs Kibep3arpos [2, 3].

Haperri, BUKJIMKOM 3alMINAETbCA HEAOCTATHSA MOIH(GOPMOBAHICTh LIMPOKOIO 3araiy
HAaceJeHHA IpO OCHOBH KiOepOesmeku. be3 HanexxHoi nM(ppoBOi OCBITH TpOMaaSHU
3aJIMIIAIOTHCS BPA3JIMBUMHU 10 YUCIEHHMX MIaXpaiiChbKUX CXEM 1 arak, 10 aKTUBI3yIOTbCA Y
Nepiofn COIiaIbHOI HAmpyrd 4u BOEHHHMX KOHQUIKTIB. 3ycwuis HarionambHO momimii 3
1HGOPMYBaHHS HACEJIEHHS € BaXJIMBUMH, MPOT€ BOHM MOTPEOYIOTh CHUCTEMaTHYHOIO
PO3IIMPEHHS Ta MIATPUMKH Ha JIep>KaBHOMY piBHi [2].

[tyuynuii iHTENEKT CTaB 1€ OJHUM BaXJIMBHM €JIEMEHTOM KiOepOesnekH,
3a6e3Meuyroun BUSBICHHS 3arpo3 y PEXKHMi peanrbHOro yacy. Moro airopuTMu aHami3yioTh
MOBE/IIHKY KOPHCTYBadiB 1 HPUCTPOiB, BU3HAUAIOTH aHOMANii y MepexxeBoMy Tpadiky Ta
1IeHTUIKYIOTh TIKIAJIMBE MporpamHe 3abe3nedenHs. Haitoinpim ninaoo € 3nataicts I go
aBTOMATMYHOI'O pearyBaHHs — OJIOKYBaHHS 3arpo3 0e3 BTpydYaHHs JIIOJUHM, L0 3HAYHO
CKOpOYy€e 4Yac pearyBaHHs. MalluHHE HaBYaHHS JIO3BOJISIE CHUCTEMaM  IOCTIMHO
BJIOCKOHAJIIOBATHCS, aJalTyIOuUCh 10 HOBUX clieHapiiB arak. Lle ocoOauBo BakiIMBO JUis
KPUTUYHOI 1HPPACTPYKTYpH, JIe KOXKHA CEKYHJa 3aTPUMKH Y BUSBJIICHHI 3arpPO3M MOKE MaTH
CEpHO3H1 HACTIIKH.

JonatkoBuM KoMiioHeHTOM Kkibep3axucty € HauaHHi HATO Locked Shields —
HalO1IbIIe y CBITI MOJIENIOBaHHS Kibeparak, 1o npoBoauThkes B Ectonii. [1ix yac nux HaBuaHb
MDKHApO/JHI KOMaHAM BIANPAlbOBYIOTh 3aXUCT KPUTUYHOI 1H(PACTPYKTYPH BiI MAaCOBAHUX
aTak, CHUMYJIIOIOUHM CIIeHapii, MoaiOHI A0 pealbHUX 3arpo3. YYacHUKU IOBUHHI IIBUAKO
1IeHTU(IKYBaTH Ta HEUTpani3yBaTH aTaku Ha EHEprocucTeMu, (PIHAHCOBI YCTAHOBU Ta
tenekomyHikanii. Locked Shields Takoxx mokpailye KOOpAMHAIII0 MIK COMO3HUKaMHU,
JI03BOJIAIOUM OOMIHIOBAaTHCS HalKpaIlMMHU MTpaKkTUKaMu y cdepi KibepOe3neku.

MixHapoaHi iHiLIiaTUBH 3 MpOTUii Kibeparakam BKIOUYaroTh mporpamy CyberEast —
[Iporpama, mo peanizyerbcs Pamoro €Bporu, cropusie MOMIMIICHHIO KiOEPCTIMKOCTI Ta
pearyBaHHSl OpraHiB KpHUMIH&JIBHOTO MpaBocyanas B kpaiHax CxigHoro IlapTtHepcTBa Ta
30CepeKeHa Ha JIBOX KIIFOYOBHX CKIIaoBuX. [lepia — e po3poOka TeXHIYHUX MEXaHi3MiB Ta
MeXaHI3MiB CITiBIpalLli, 110 MiIBUIIYIOTh KibepOe3neKy Ta rOTOBHICTh J0 KidepaTak, a Jpyra —
MOBHE BMPOBAKEHHS €()EeKTUBHOI CUCTEMH OOpOTHOU 3 KiOep3IounHHICTIO. [5].

Vi mi npobaemu cBitgaTh Npo HeoOX1IHICTh KOMIIEKCHOTO pe)OpMyBaHHS i IXO/iB /10
kiOepOe3nekn B YKpaiHi, 110 Ma€ BKJIOYaTH MOJEPHI3aII0 TEXHIYHOI Oa3H, MiJBHUILEHHS
kBanmiikarii KaapiB, YIOCKOHAJEeHHS 3aKOHOJABCTBA, a TaKOX AaKTUBHE 3allydyeHHS
rpoMaJIcbKocTi 10 (popMyBaHHS KylbTypH HU(poBoi Oe3zneku. TiIbKU TaK MOKHA CTBOPUTH
e(peKTUBHY CUCTEMY MpPOTHIi KiOep3T0UMHHOCTI, SKa BiAMOBIIaTUME CYYacCHUM 3arpo3am i
CIIPUSITUME 3MIITHEHHIO HAIIOHAJIbHO1 Oe3rekH |3, 4].

CyuacHa Ki06ep3/I04MHHICTh € Ha/I3BHYaiiHO AMHAMIYHUM 1 6araTorpaHHUM SIBUILEM, 110
CYTTEBO 3arOCTPIOETHCS MiJl BIUIMBOM SIK TEXHOJOTIYHOIO IMPOrpecy, TaK 1 T€OMOJITUYHHUX
BUKJIMKiB, 30KpeMa BiiHU B YKpaiHi. 37I0YMHIII BCe YacTillle BAKOPUCTOBYIOTh CKJIa/IHI METO/IH,
30KkpeMa (IIIMHT, COIllabHYy 1HXEHEPilo, MIKIAJIUBE MporpaMHe 3a0e3MeueHHs 1 MTYyYHUH
IHTEJNEKT, AJs JOCSATHEHHS CBOIX IIUJIeH, 10 HEraTWBHO BIUIMBAaE Ha OE3MEKy JIepKaBH,
€KOHOMIKY Ta TICMXOJIOTIYHHMNA cTaH cycrnuibcTBa. OcoOnuBy HeOe3MeKy CTaHOBISITH
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kibepaTak Ha KpUTHYHY 1HQPACTPYKTYpy, SKI MiApuUBarOTh (QyHIaMeHTaabHI cdepu
KHUTTEASUTBHOCTI KpaiHH, a TAaKOXK 3acTocyBaHHsS TexHousoriii deepfake mis indopmamiiinoi
Bitinu [1, 3, 4].

Jns mpotunii mum 3arpozaMm HarrionanbHa monimist Ykpainu, 30kpema [lemapraMeHT
Kibeprominii, akTUBHO 3aCTOCOBYE CYYacHI TEXHOJOTIi MOHITOPHHTY, PO3CIIIYyBaHHS Ta
MDKHApOAHO! CHiBmpari. YcHoimHi omepauii 3 NPUIWHEHHS [TiSUIbHOCTI OpraHi30BaHHX
3MIOYMHHUX Tpyn, BUKopuctanus metoaiB OSINT, BopoBamkenHs iHGopMaIliiHuX KaMmaHii
Ta B3AEMOJIA 3 TPOMAJICHKICTIO 4epe3 IH(pOoBiI MmIarhopMu € MpuKIagaMu e(EeKTUBHOTO
pearyBanHs. [IpoTe ICHYIOTH CYTTEBI BHWKJIWKH, TOB’s3aHI 3 AehIIUTOM KBajli(hiKOBaHUX
(axiB1iB, 3aCTAPLINM TEXHIYHUM 320€3MEUEHHIM Ta HETOCKOHAIICTIO 3aKOHO/1aBY0i 0a3H, 10
yCKJIaIHIo€e (hiKcallito Ta CyJ0Be PO3MIIAAaHHs Kibep3nounHiB [2-4].

JlenaprameHToM Kibeproutinii 3apeecTpoBano 2,5 THC. KiOep3104HHIB, TOBIIOMIIEHO TIPO
nigo3py 1,7 tuc. ocobam y BuMHEHHI 3,5 THUC. KpUMiIHAJIbHUX MPABONOPYIICHb, 3aKIHYEHO
JOCYJIOBE po3CiigyBaHHs 1Mo 4,4 THC. KPUMIHAIBHUM IPABONOPYIICHHSIM, & CKEPOBAHO 10
CyZy 3 OOBHHYBaJIbHUM aKTOM ITOHAJ 4 TUC. cripaB. [lotepnisum 3a6e3neueHo BiAIKO YBaHHS
norax 168,6 MimH TpH, O craHOBUTH 42,5% Big 3aBOaHUX KPHUMIHAJTLHUMHU
HpaBOIOPYIICHHIMHU 30UTKIB [9].

Crix 3ayBaykKUTH, IO 32 Yac Jii BOEHHOTO CTaHy 3JIOBMUCHHKH ITi/UIAIITOBYBAIMCS TTiJT
TPEHIH CYCHUIbCTBA, TOMY HaOyJM TOIIMPEHHS 3aBOJIOJIHHS KOIUTAaMM TIPOMAISH IHij
BUTJISIZIOM HAJaHHA TOCIYT 3 O(GOpPMIICHHS AOKYMEHTIB JJIsl YOJOBIKIB NPHU30BHOTO BIKY,
HE3aKOHHOTO IE€pPEeTUHY KOpJOHY, IlaxpaicTBa, MOB’si3aHl 13 TOPriBJIEO BiCHKOBOTO
CTHIOPSIIDKEHHS Ta HAJaHHSIM BOJOHTEPCHKOI JIOMOMOTH, OPEHAW KBapTHUP UISI BHYTPIIIHBO
nepeMilleHuX ocib, iX nmepeBe3eHb B O€3MEUHI PErioHH.

3aranom, y 3a3HadeHiil cdepi, NoJILeNHChbKl OroJIOCHIIN Mpo Migo3py Ouibiie HiXK 700
ocobam, 620 MPaBOOXOPOHII BpPYYWJIM OOBHHYBAJIbHI aKTH y BUMHEHHI KPUMIHAJIBHUX
npaBonopyimienb. Okpema yBara miaposaini JAKII ciipsMoByBanucst Ha MPOTUIII0 HAWO1IBII
HOLIMPEHUM PI3HOBHUAM LIaXpalCTB — A3BIHKAM BiJl IMEHI MTPalliBHUKIB OaHKIBCHKUX YCTAHOB
Ta QIIIMHTY. 3aBJISKH MMOCHIIIOBHIN criBOpati 3 ¢axiBusgMu HarionansHoro 6anky Ykpainu Ta
Hepxcnen3s’szky, y 2024 poui 0OMEXEHO AOCTYI 10 JIOMEHHUX IMEH, fKi 3TOBMHUCHHUKHU
MacoBO BHKOPHCTOBYBAJIM Yy MPOTUIPABHIM AISUIBHOCTI, Y TOMY YHCHI Ui CTBOPEHHS
(IMMHTOBUX MOCUJIAHB.

CrisibHO 3 1HO3€MHUMHM KOJIETaMU YKpaTHChKI MOJIIENCHKI 1HIIIOBAIM Ta 3a0€3Meunin
y4acTb y HpoBeAeHHI 17 MDKHapoAHMX MOJINeHchbkUX onepaniil. Y pesynbrati Oyio
HEWUTpaTi30BaHO 3arpo3y 3 OOKy KIUIBKOX TOTY)KHHX XaKepChbKUX 00’€qHaHb, 3JI0YMHHA
JUSUTBHICTB SIKMX OXOIUTIOBaJIa KpaiHU YChOT'O CBITY.

OCHOBHI KUTBKICHI MOKa3HUKHU AISUTBHOCTI MAPO3AUTIB Kibeprommii YKpainu, a Takox
JlaHl [IOJ0 IIaxpaicTBa, CIPSIMOBAHOIO Ha JEp)KaBHI PECYpCHM B YMOBaX BOEHHOTO CTaHY
HaBEJCHO y Ta0r. 1-2.

Tabauys 1
OCHOBHI KUVIBKiCHI NOKA3HUKH JISVIBHOCTI MiApPo3aiiiB kidepnoJinii Ykpainu 3a 2023—
2024 poxu
IToka3znuk KimpkicTh
3apeecTpoBaHO Kibep3I0UnHIB 2 500
TToBiOMIICHO TIPO MiK03py 0cobam 1700
KpumiHaapHUX TPaBONOPYIICHS (3a Ii103paMu) 3500
3aKiHYEHO JOCYA0BE PO3CIIIAYBaHHSI 4 400
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CkepoBaHO 110 Cyqy 3 OOBHHYBAIBHHM aKTOM (HE 4 000
MEHIIIE)
BigukojoBaHo nmotepniyiuM (MITH TPH) 168.6
Yactka Bix 3arasibHO1 mikoau (%) 42.5
OpieHToBHa  3arajbHa MmKoja (MJIH  TpH, 396.7
PO3paxyHoK)
Tabnuysa 2
HlaxpaiicTBa, moB'si3aHi 3 BOECHHUM CTAHOM
IToxa3uuk Kinbkicts
OrouomieHo Tpo Mmigo3py (BOEHHHIH CTaH, 700
IraxpaicTaa)
Bpyueni 0OBHHYBaNbHI aKTH (BOEHHUH CTaH, 620
HIaxpaicTaa)

BUCHOBKMU TA NIEPCIIEKTUBU IO JAJIBIIUX JOCJIITKEHb

VY cyyacHUX yMOBax KiOEp3JIOUMHHICTH CTajla OJHUM 13 HaMHCOE3NMEUHIIIMX BUKIHKIB
HallloHAJIBHIA Oe3merni YKpaiHu. 3JI0YMHIN JIefjali aKTHBHINIE BHUKOPHCTOBYIOTH (DIIIMHT,
comianbHy imkeHepito, mkignuse 113, VoIP, deepfake-TexHosorii Ta IITYYHUH 1HTEICKT, 1110
MOCUJTIOE MacITa0u aTak Ta ixHii BIIMB. Oco011BO HEOE3MEYHUMH € KibepaTaky Ha KPUTUYHY
1HGPACTPYKTYPY, AKi Y TOEJHAHHI 3 iHOpMaIHHUME BIUIMBaMU (JOPMYIOTh TiOPUIHY 3arpo3y
B YMOBax BilHH.

Hamionanena nmomninis Ykpainu, 30kpema JlenapramMeHT ki0epnoomiiii, BiAIrpae KIro4oBy
pons y cucreMi kibepsaxucty. Bukopucranns meroniB OSINT, miknapomHa cmiBmparis,
1 poBi IaTGopMu IS B3a€EMO/IT 3 HaceIeHHsIM 1 1H(OopMalliiiHI KaMIaHii — Bce 1€ CIpuse
MiBUIICHHIO e()eKTHUBHOCTI O0poThOM 3 KibepsnmouuHHiCTIO. [IpoTe HasBHI mpoOnemu —
nedinuT KaapiB, 3acTapijia TeXHIKa, HEJIOCKOHaJe 3aKOHOJABCTBO Ta clabka Iudposa
00i3HaHICTh HACEJIEHHS — CTPUMYIOTh MmoaanbIuii mporpec [10].

Jna edextuBHOI mpoTuAil KiOEp3TO0YMHHOCTI HEOOX1IHO BIPOBAAUTH KOMILJIEKCHUMN
MiX1]1: MOAEPHI3YBaTH TEXHIUHY 06a3y KiOepmiapo3 1B, BMOCKOHATUTH HOPMATUBHO-TIPABOBY
0a3y, yHipiKyBaTH METOJUKU PO3CIiAyBaHb, MOKPALIUTH MIATOTOBKY KaJpiB Ta PO3BUBATU
nuppoBy NPOCBITY HaceleHHS. BaxJIMBUMM 3alUIIAIOTBCS MDKHApOJHA CIHIBOpals Ta
MDKBiJIOMYa KOOpJiMHaIlisl. PO3BUTOK TexXHOMOTIH, 1udpoBizallis CyCHuIbCTBA Ta 3aJIEKHICTD
BiJl KiOepiHPpaCTPYKTypH CTBOPUIIM HOBI BHKJIMKH JJs Oe3meku kpaid. Kibepartaku cramu
MOTY>KHUM 1HCTPYMEHTOM THCKY, caboTaxXy Ta jJectadinizallii, J03BOJISI0YM BIUIMBATH HA LI
KpaiHu 0e3 mepeTuHy (I3WYHUX KOPAOHIB. Y CBITI, A€ Lu(dpoBa 3alEKHICTH 3pOCTAE,
kiOepOe3neka Mae CTaTh MPIOPUTETOM Il KOXKHOI kpainu. IlocuienHst iH@pacTpyKTypw,
MDKHapoAHa crhiBopans B chepi kibepzaxucty Ta nuppoBa OCBiTa TpOMajsH JOINOMOXKYTh
3aro6irtu MailbyTHiM KaTacTpodam.

['010BHUM BUKIMKOM i OyAb-sKOi KpaiHU € He JIUIIe pearyBaHHsS Ha aTakd, a i
CTBOPEHHSl CTIMKMX cHCTeM KiOep3axucTy. VYKpaiHa, 3ITKHYBIIHCh 3 TOCTIHHUMHU
KiOepIPOTHCTOSHHSAMH, MPOJEMOHCTPYBaja BaXJIHMBICTh MDKHAPOAHOI MIATPUMKH B IIi
060poTh0i. Jlumie 3a yMOBH CKOOPAMHOBAaHUX 3yCHUJIb JI€P’KaBU, NMPABOOXOPOHHUX OpTaHiB,
CyCIIITBCTBA Ta Oi3HECY MOXHA CTBOPUTH e(eKTHBHY cHUCTeMy KiOepOe3meku, 3AaTHY
MPOTUCTOATA CydYacHUM IU(PpoBUM 3arpo3aM 1 3a0€3MEeUUTH HAIIOHAIBHY CTIMKICTh Yy
U (POBOMY CEpPEIOBUIIII.

[Tomanmpmii  gOCHiTKEHHST MalOTh OYTH CHpsIMOBaHI Ha pO3pOOJIEHHS I1HTErpPOBaHOI
CUCTEeMH TMPOTUIil Ki0ep3arpo3am, sKa TIIOE€IHAE TPABOBI, OpraHi3amiifHI Ta TEXHIYHI
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iHcTpyMeHTH. [lepmoyeproBuM 3aBIaHHSM € BIOCKOHAJICHHS HOPMAaTHBHO-TIPABOBOI 0asu y
cdepi kibepOe3neKu Ta po3poOIeHHS €JMHUX CTAaHAAPTIB pearyBaHHs Ha KiOEpIHIUACHTH, 110
JIO3BOJIMTH 320€3MEYUTH y3TOKEHICTD JIild MiX JIepKaBHUMHU OpraHaMu, IPaBOOXOPOHISIMH Ta
NPUBATHUM CEKTOPOM.

[lepcneKTHBHUM HANpPsSMOM € BIIPOBA/DKCHHS IHTEICKTYaIbHUX TEXHOJIOTIH aHaji3y
naHux, mrydaoro inrenaekty Ta OSINT-meToniB nis paHHBOTO BHSIBICHHs Kibepsarpos. Lle
JIO3BOJIMTH TIEPEHTH BiJ pearyBaHHs JI0 PEBEHTUBHUX 33aXO0/IiB, 30KpEMa MPOTHO3yBaHHS aTak
Ha KpUTUYHY iHQpacTpykTypy. BomHodac moTpedye yBaru miaroToBka BUCOKOKBaIi(hiKOBAaHUX
KaJIpiB Ta CTBOPEHHS CUCTEMH Oe3nepepBHOI KibepocBiTh 1yt (paxiBiiB HarioHaasHOT MOTiIii.

MaiiOyTHi HayKOBi pO3BIAKM MOBUHHI OYTH CIPSIMOBaHI Ha MOCHJIEHHS MIXXHApPOJHOTO
criBpoOITHUIITBA y cdepl Kibep3axucty, po3poOJeHHS CHUIBHUX CTaHIapTiB OOMiHYy
U(PPOBUMH JTOKa3aMH Ta YIOCKOHAJICHHS MEXaHi3MiB KOOPIWHALII Mi’K IPaBOOXOPOHHHUMHU
CTPYKTYpaMu pi3HuX KpaiH. KomIuiekcHa peaiizailis [UX HanpsMiB COPUATUME IT1IBUIIICHHIO
CTifiKOCTI YKpaiHu 10 cydacHHX Kibep3arpos.
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S Abstract. The article examines the modern challenges of cybercrime in the conditions of
digitalization and martial law in Ukraine. The main threats are identified, such as phishing, social
engineering, attacks on critical infrastructure, and deepfake technologies. The role of the
National Police of Ukraine in countering cyber threats is analyzed, including the work of cyber
units, the use of OSINT technologies, digital platforms, and information campaigns. The main
problems are defined: staff shortage, outdated technical equipment, and the lack of unified
methods. Finally, ways to improve the cybersecurity system are proposed. Additional challenges
faced by law enforcement officers are considered, as well as the modern methods used by
cybercriminals.
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